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EXECUTIVE SUMMARY
________________________________________________________
The Pacific has over time developed as a conduit for fraud and money laundering (ML).
Socio-economic and cultural characteristics, geographical location of majority of the
islands, limited resourcing, poorly developed law enforcement capacity and provision of
offshore financial services increases attractiveness of the Pacific to fraud and ML (AIC,
2006). The Pacific Islands could be a target, a facilitator or both for such criminal
activities.
APG typologies work continues to highlight threats from ML associated with frauds
(domestic and transnational) across APG’s Pacific Island members. In addition to
typologies work, APG members have undergone mutual evaluations (ME) to gauge the
effectiveness of their respective AML/CFT systems. The ME process has assisted
jurisdictions in identifying ML risks and it’s vulnerabilities. A key component of the new
effectiveness methodology that underpins Mutual Evaluations (MEs) is understanding,
prioritising and mitigating risks. Undertaking a National Risk Assessment assists
jurisdictions understand this risk. Few of the Pacific Island Countries have also
undertaken a NRA or sector risk assessments as part of the 3rd round of MEs. Samoa
finalised a second NRA in 2015 and Fiji and Cook Islands have recently published their
respective NRAs in 2015. The APG typologies reports and mutual evaluations including
member status and progress reports have been used as sources of reference in the
compilation of this project.
While most Pacific Island jurisdictions have relatively low rates of identified profit
driven crime, APG’s Pacific members consistently reported “fraud” amongst the most
common profit driven crime types in their jurisdictions.
Frauds may be perpetrated locally or may have transnational characteristics. These
frauds may target individuals, corporates and governments. Fraudsters may also take
advantage of emigrant communities from Pacific Islands residing in other jurisdictions
(e.g. in New Zealand, Australia or the United States of America).
Pacific Island jurisdictions have conducted investigations of these frauds, but only a few
have successfully ‘followed the money’ and associated ML derived from those frauds. It
is also important to note from the successfully prosecuted and convicted cases that the
penalty provisions are not dissuasive or proportionate to the degree and nature of the
offending. In fact most investigations consider the predicate offences as the resourcing
to undertake a ML investigation is high and expertise in this area is limited.

The case studies highlighted in this project illustrate that for most ML cases which result
in successful convictions and prosecutions, fraud appears to be the underlying predicate
offence. The scale of fraud is widespread and can assume many forms. The case studies
showcase the methods and techniques used by criminals and fraudsters to derive
proceeds of crime. Emerging fraud and ML techniques and in particular the extensive use
of internet and technology enabled crimes poses challenges for financial institutions, law
enforcement agencies, financial intelligence units (FIUs), regulators and the judiciary.
The challenges are especially in the timely detection of the fraud, its location and tracing
the movement of proceeds of crime.
The impact of fraud and ML in the Pacific was traditionally restricted to only domestic
economies. However, with the sophistication of criminal activities, fraud and ML in the
Pacific appears to be transnational in nature. For example, a Vanuatu National arrested
for internet banking fraud in Fiji, two Fijians in Tuvalu jail, an Australian charged in
Papua New Guinea and several other incidents have been reported. It is important for
Pacific Island nations to work closely and holistically to address fraud and ML in the
Pacific.
The

following

areas

are

highlighted

as

the

way

forward

to

develop

a

more

comprehensive and robust framework for Pacific jurisdictions to address fraud and ML in
the Pacific:
•

To link the findings of the other 3 projects namely “Pacific Proceeds of Corruption
project”, “Trans-Pacific Drug Trafficking”, “Pacific Off-Shore Centre project”

to

observe trends, linkages and derive policy recommendations and action plans;
•

To undertake jurisdiction and sector risk assessments in order to critically review
and assess the nature, scope and impact of fraud and ML;

•

To conduct a data collection and statistics project to collate accurate data on
fraud and ML in order to ascertain the magnitude of funds involved.

•

To upload all case judgments (convictions and prosecutions) in relation to fraud
and ML on a shared database similar to PACLII.

•

To utilise the Association of Pacific Islands FIU (APIFIU) forum to showcase case
studies and typologies from a Pacific perspective on fraud and ML and engage in
publications similar to AUSTRAC and other international typologies publications.

•

To consider creation of a common information sharing platform between APIFIU
and Pacific Transnational Crime Network to produce greater meaningful strategic
assessment reports based on FIU and law enforcement intelligence sharing.

INTRODUCTION
_______________________________________________________________
Different types of fraud and ML are engrained across the Pacific. These offences are
interrelated with other illicit crimes. Financial crimes including fraud and ML are
committed to disguise the original source of funds and facilitate the acquisition of assets.
The modus operandi for different types of fraud and ML may vary but the intention is to
derive proceeds from criminal activity (PTCN, 2014).
APG MEs, APG typologies reports and typologies workshops continue to highlight the
existence of fraud and ML across the Asia Pacific Region. However, there has been no
specific study conducted in the region or by APG on the scale and nature of fraud and ML
in the Pacific.

Jurisdictions in the Pacific which have successfully conducted

investigations of fraud and associated ML have highlighted fraud and ML as lucrative and
in particular “fraud” as the most profitable criminal activity.
Frauds and ML may be committed locally or portray transnational characteristics.
Traditionally, research shows that frauds and ML was limited to a local jurisdiction.
However with the emergence of sophisticated financial crimes such as internet and
technology enabled financial scams, mass marketing and telemarketing frauds, fraud
and ML have transformed into a transnational nature.
The case studies collected across the Pacific largely reveal that “Larceny by Servant” is
identified as the most common type of fraud. The trend is reflected through the
successful convictions and prosecutions by a number of jurisdictions including Fiji 1,
Kiribati, Cook Islands, Solomon Islands etc. While tax evasion as a predicate offence was
rated as significantly high for larger jurisdictions such as New Zealand and Fiji, other
Pacific Island countries have not criminalized tax crimes.
This project also received responses to a questionnaire circulated to the Pacific Island
jurisdictions. Out of the 10 jurisdictions which responded, “Robbery or Theft” and
“Stealing” was identified as the most common type of fraud. In many scenarios, these
cases could have resulted in ML investigations but these were either not pursued by the
investigators or charges were amended by the judiciary.

1

Fiji does not have the offence of "Larceny by Servant" in the Crimes Decree 2009. It was specified as an
offence under the repealed Penal Code. The offence is now categorized generally as "Theft" under Section 291
of the Crimes Decree 2009.

PROJECT SCOPE
_______________________________________________________________
The objectives and terms of reference of this project are to:
•

Scope out the types, dynamics and scale of fraud offence and related ML in the
Pacific, thereby increasing understanding from a Pacific perspective and raising
global awareness;

•

Identify the techniques and methods of ML associated with frauds in the Pacific;

•

Share case studies of ML associated with fraud in the Pacific;

•

Identify any trends or patterns within Pacific jurisdictions and across the region
for ML related to frauds;

•

Collect and share contact information for practitioners (enforcement/regulatory)
working on cases of fraud in order to assist with real-time international
cooperation on ML investigations.

A number of key questions were highlighted in the project plan. Members are to note
that not all of these have been fully answered in the project which has undermined the
original scope to a certain extent.
The project is aimed towards more practical areas such as addressing case studies and
gauging the vulnerabilities and highlighting recommendations for the Pacific jurisdictions
to consider.

METHODOLOGY
_______________________________________________________________

This project has been compiled based on a number of different sources. The project was
initiated following the Pacific Typologies Workshop held from 4-8 March 2013 in
Brisbane, Australia. The jurisdictions which attended the workshop from the Pacific
included:
Cook Islands

Fiji

Papua

Republic

New

Kiribati
of

Republic

Guinea

Marshall Islands

Palau

Tonga

Tuvalu

Vanuatu

of

Nauru

Niue

Samoa

Solomon Islands

Australia

New Zealand

The outcome of the inaugural Pacific Typologies Workshop was the formation of four key
projects namely the Pacific Proceeds of Corruption project, Trans-Pacific Drug Trafficking,
Pacific Off-Shore Centre project and Fraud and ML in the Pacific project. A number of key
presentations were delivered by delegates from participating jurisdictions and relevant
case studies from the presentations have been summarised in this project.
The second and perhaps the most important source is the analysis of the responses to a
questionnaire which was distributed to 14 participating jurisdictions. The project coleads, Fiji and Vanuatu, had compiled the questionnaire and the APG Secretariat had
initially circulated the questionnaire in March 2015. There was a lower than expected
response by majority of the jurisdictions due to other competing priority work. Seven
jurisdictions had submitted responses as at June 2015. Both the project co-leads were
also engaged with their respective ME processes which led to a strain on resources
dedicated for this project. Further follow-ups with remaining jurisdictions in January and
February 2016 resulted in a total of 10 responses received to the questionnaire in total.
The responding jurisdictions reflected diverse responses and the project team undertook
analysis based on the responses.
The majority of analysis conducted in this project is qualitative due to varied reporting
mechanisms across the Pacific making statistical analysis incomparable. There were also
challenges in obtaining a complete representation of the total number of fraud and ML
cases in the Pacific due to the sensitivity of cases, on-going convictions and prosecutions
and incomplete statistics captured by certain jurisdictions.

The APG yearly typologies reports offer a wide range of sanitised case studies compiled
from various jurisdictions. The project co-leads also derived relevant case studies from
the Pacific jurisdictions for the compilation of this project.
The Pacific Transnational Crime Assessment Reports (2013-2014) and (2014) compiled
by the Pacific Transnational Crime Network (PTCN) was also referred to in the
compilation of this project.
The project co-leads would like to acknowledge the input and support of all participating
jurisdictions and also the support and guidance of the APG Secretariat in the successful
completion and compilation of this project.
The project co-leads would also like to mention that the questionnaires and information
responses including case studies were compiled over a 3 year period and therefore the
current trends may have changed. Updates were sought from all jurisdictions prior to
completion of the report.

MONEY LAUNDERING

_______________________________________________________________
ML in the universal term can be characterized as the processes by which criminals
conceal the original possession and control of the proceeds of criminal behaviour by
making such proceeds appear to have derived from a legitimate source. (Anon., n.d.)
ML offences have comparable characteristics internationally. There are two key
components to a ML offence:
1. The essential act of laundering itself i.e. the provision of financial services; and
2. A mandatory degree of knowledge or suspicion (either subjective or objective)
relating to the source of the funds or the conduct of a client.
The act of laundering is committed in situations where a person is engaged in an
arrangement (i.e. by providing a service or product) and that arrangement involves the
proceeds of crime. These arrangements include a wide variety of business relationships
e.g. banking, fiduciary and investment management. The processes are extensive.
Generally speaking, money is laundered whenever a person or business deals in any way
with another person’s benefit from crime.
Traditionally ML has been described as a
process which takes place in three
distinct stages:
•

Placement, the stage at which
criminally derived funds enters
the financial system.

•

Layering, the fundamental stage
of the process in which the
property is ‘washed’ and its possession and source is concealed.

•

Integration, the final stage at which the ‘laundered’ property is re-introduced
into the legitimate economy.

Criminal activity related to fraud generates money that needs to be laundered, so where
there is fraud there are elements of ML. Fraud is a crime and is a predicate offense for
ML. In many financial institutions, there are separate departments that try to protect the
institution from ML and fraud.

FRAUD

_______________________________________________________________
The term fraud has varied definitions and there are numerous types of fraud. In legal
terms, Fraud could be defined as “the intentional use of deceit, a trick or some
fraudulent means to deprive someone of his/her/its money, property or a legal right”.
The major intention is to derive a “gain” or profit from committing a fraudulent act.
For most ML cases which result
in

successful

convictions

and

prosecutions, it is most likely to
be

associated

with

fraud

offences.
Fraud is often driven by 3 major
factors which are summarised in
the Fraud Triangle (Figure 1)
1) Opportunity
2) Pressure
3) Rationalization
Step 1 – The pressure on the individual – is the incentive behind the crime and can
be either personal financial pressure, such as debt problems, or workplace debt
problems, such as a shortfall in revenue. A common example of a perceived unshareable financial problem is a gambling debt. Maintenance of a lifestyle beyond means
is another common example.
Step 2 – The opportunity to commit fraud – is the means by which the individual will
defraud the institute. In this stage the worker sees a clear course of action by which
they can misuse their position to solve the perceived unshareable financial problem in a
way that – again, perceived by them – is unlikely to be discovered.
Step 3 – The ability to rationalize the crime – is the final stage in the fraud triangle.
This is a cognitive stage and requires the fraudster to be able to justify the crime in a
way that is acceptable to his or her internal moral compass. Most fraudsters are firsttime criminals and do not see themselves as criminals, but rather a victim of
circumstance. Rationalizations are often based on external factors, such as a need to
take care of a family, or a deceitful employer which is seen to minimize or alleviate the
damage done by the criminals.

SNAPSHOT OF QUESTIONNAIRE RESPONSES
The table below is a snapshot of questionnaire responses provided by 10 participating
jurisdictions. The interpretation scale of the type of fraud occurring in jurisdictions
(frequency, amounts involved and impact) are as follows:
Rank 1: Very Low/None
Rank 3: Moderate/Significant
Rank 5: Very High
Type of Fraud

NZ

Fiji

Cook
Islands

Tonga

Rank 2: Low/Minor
Rank 4: High
Palau

Marshall
Island

Samoa

Niue

Nauru

Solomon
Islands

Robbery or Theft

*

4

4

3

4

2

4

1

2

3

Tax & Excise Evasion

5

5

2

1

4

*

1

*

*

3

Customs/Excise
False Declaration

1

3

2

1

3

4

3

*

*

4

General Fraud
Identity Theft

*

2

2

2

*

*

*

*

*

3

Advance Fee Fraud

*

3

3

2

*

*

4

*

*

3

Lottery Scams

*

3

2

1

*

*

4

*

*

3

Procurement Fraud

2

1

2

2

2

*

3

*

*

3

Corporate Fraud

*

3

2

1

*

*

*

*

*

2

Occupational Fraud

4

3

*

2

3

*

3

*

*

2

Financial Instrument Fraud
Cheque Fraud

*

3

2

2

1

3

3

*

*

1

Credit card Fraud

*

4

2

1

1

*

*

*

*

1

Internet/ Technology Enabled Crime
Email Spoofing

*

3

2

1

*

*

3

*

*

2

Dating Fraud

*

4

2

1

*

*

3

*

*

3

Charity Fraud

*

3

2

1

*

*

*

*

*

3

Money Transfer
Fraud
Purchase Fraud

*

2

2

2

*

*

*

*

*

2

*

3

2

1

*

*

*

*

*

2

Bank Fraud (Internet
Banking Scam)
Mass Marketing
Fraud: Internet
Marketing & Retail
Fraud

4

4

2

2

3

*

4

*

*

1

2

3

3

1

*

*

*

*

*

3

Corruption & Bribery
Embezzlement and
Misappropriation
(Theft)
Bribery of Private
Sector
officials/Foreign
Officials

1

3

2

3

4

5

4

*

*

4

1

3

3

2

4

5

*

*

*

3

* Represents response not provided
Responses to questionnaire received by 4 jurisdictions, namely Kiribati, Papua New Guinea, Tuvalu & Vanuatu
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MAJOR OBSERVATIONS FROM QUESTIONNAIRE ANALYSIS
Please note that the distributed questionnaire was comprehensive and required
responses on a wide range of fraud offences. There were a number of limitations which
affected the analysis of responses
1) All jurisdictions did not provide complete responses;
2) The rating scale varied largely across jurisdictions due to scale and size of
jurisdiction;
3) Due to certain types of fraud not being prevalent in the majority of the
jurisdictions, the write-up on those types of fraud was eliminated in the next
section as it had no significant bearing on the analysis of this project.
From the snapshot provided above, it can be observed that:
1) Robbery, Theft, Stealing is the most common type of fraud identified as occurring
in all jurisdictions across the Pacific. Even though New Zealand did not provide a
rank, we have noted the presence of robbery, theft and stealing in the particular
jurisdiction. Majority of these cases could have been pursued for ML as there
were proceeds derived from such criminal activity.
2) Tax and Excise Evasion: Larger jurisdictions such as Fiji and New Zealand
reported tax evasion as very high while other jurisdictions did not seem to
identify the presence of tax evasion.
3) In relation to General Fraud, internet banking fraud and occupational fraud were
identified as moderate to significant to high levels across the Pacific.
4) There appears to be an emergence of internet/ technology enabled crime across
majority of the jurisdictions which include email spoofing, dating fraud, mass
marketing and internet fraud.
5) While corruption, misappropriation and bribery have been identified as common
across the majority of the Pacific, we recommend that this be analysed in detail
by the “Pacific Proceeds of Corruption” project.
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TYPES OF FRAUD
Type of Fraud

Definition

Significant-High- Very
High Ranking
Jurisdictions in Pacific
(Questionnaire Analysis)

Robbery or Theft

Robbery is defined as “taking the property of
another, with the intent to permanently deny
the person of that property, by means of force
or fear”.

Cook Islands
Fiji
Republic of Palau
Solomon Islands
Samoa
Tonga

Theft is defined as the criminal taking and
removing of personal property with intent to
deprive the rightful owner of it.
Larceny by Servant

Forgery

“Larceny” is defined as “the wrongful and
fraudulent taking and carrying away, by one
person, of the mere personal goods, of another,
from any place, with a felonious intent to
convert them to his, the taker's use, and make
them his property, without the consent of the
owner.
“Larceny by Servant” is defined as “Whosoever,
being a clerk, or servant, steals any property
belonging to, or in the possession, or power of,
his or her master, or employer, or any property
into or for which it has been converted, or
exchanged.
Forgery is defined as the crime of falsely making
or altering a writing by which the legal rights or
obligations of another person are apparently
affected.

“Theft” or
“Stealing”

Theft is defined as the act of fraudulently or
dishonestly taking, or converting to the use of
any person, or misappropriating or disposing of,
or dealing in any other manner with, anything
capable of being stolen, with intent to defraud or
injure any person having any property or
interest in that thing.

Embezzlement and
Misappropriation
(Theft)

Embezzlement is the act of dishonestly
withholding assets for the purpose of conversion
(theft) of such assets by one or more individuals
to whom such assets have been entrusted, to be
held and/or used for other purposes.
Embezzlement is a kind of financial fraud
Tax evasion is an illegal practice where a
person, organization or corporation intentionally
avoids paying his/her/its true tax obligation.

Tax & Excise
Evasion

Majority of the case studies
in this project highlight
“larceny” by bank
employees, clerks, and
persons in higher authority
in both private and public
institutions and the like.2

Majority of the prosecuted
cases for fraud in the Pacific
have “theft” and “stealing”
as the most common
identified offences. For
majority of cases where ML
charges could have been
pursued, the charges were
amended to “theft”,
“Stealing” or Forgery.

Fiji
New Zealand
Republic of Palau
Solomon Islands

2

Even though the project team had not identified “Larceny” or “Larceny by Servant”, the case studies shows clear evidence
of Larceny and Larceny by servant present in robbery and theft cases. There is a possibility that larceny and larceny by
servant could have been captured under Robbery and Theft.
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Corporate Fraud

Occupation Fraud
(Internal Fraud):

Bank Fraud
(Internet Banking
Fraud)
Identity theft:

Advance Fee Fraud

GENERAL FRAUD
Activities undertaken by an individual or
company that are performed in a dishonest or
illegal manner, and are designed to give an
advantage to the perpetrating individual or
company. Corporate fraud schemes go beyond
the scope of an employee's stated position, and
are marked by their complexity and economic
impact on the business, other employees and
outside parties
This fraud is internal in nature, which means
that they are perpetuated by the employees of
the organisation. This is not to suggest that you
should distrust your employees, but rather that
you should be aware of the types of things that
may be happening and what signs to look for.
Occupational fraud includes things like cheque
fraud, revenue skimming, and false invoicing.
The use of potentially illegal means to obtain
money, assets, or other property owned or held
by a financial institution, or to obtain money
from depositors by fraudulently posing as a bank
or other financial institution
Identity theft is defined as a form of stealing
one's identity in which someone pretends to be
someone else by assuming that person's
identity, usually as a method to gain access to
resources or obtain credit and other benefits in
that person's name
When fraudsters target victims to make advance
or upfront payments for goods, services and/or
financial gains that do not materialize. Types of
advance fee fraud include: Career opportunity
scams, clairvoyant or psychic scams, cheque
overpayment fraud, dating or romance scams,
fraud recovery fraud, impersonation of officials,
inheritance fraud, loan scam, lottery, prize draw
and sweepstake scams, racing tipster scams,
rental fraud, West African letter or 419 fraud,
work from home and business opportunity scam
and vehicle matching scams

Lottery Scams

A lottery scam is a type of advance-fee fraud
which is initiated usually with an unexpected
email notification, phone call, or mailing
(sometimes including a large cheque) explaining
that "You have won!" a large sum of money in a
lottery

Procurement Fraud

Procurement fraud is any fraud relating to a
company
purchasing
goods,
services
or
commissioning construction projects from third
parties.

Corporate fraud might also
have similar resemblance to
larceny by servant. For
example in Fiji’s case of the
Turtle Island fraud, the ANZ
bank employee engaged in
larceny by servant
facilitating a complex
corporate fraud
Fiji, New Zealand and
Samoa have reportedly
witnessed an emerging
pattern and a number of
internet banking fraud
cases.

Solomon Islands

Cook Islands
Fiji
Solomon Islands
Samoa
Tonga
Case studies were also
shared by Samoa and also
published in the Annual
Report of Fiji FIU. Tonga
also provided a case study
on advance fee fraud.
Cook Islands
Fiji
Solomon Islands
Samoa
Lottery scams are a matter
of concern for all
jurisdictions generally due
to innocent members of the
public being duped
Solomon Islands
Samoa
We would recommend
further study be conducted
to gauge the level of
procurement fraud in the
Pacific.

15

Internet and
technology enabled
crimes

Email Spoofing

Dating Fraud

Charity Fraud

Money transfer
Fraud

Purchase Frauds

Internet marketing
and retail fraud

INTERNET AND TECHNOLOGY ENABLED CRIMES
Provides the means and resources for criminals Internet scams using
to facilitate varying criminal offences using various forms of Nigerian
computers or other mobile electronic devices scam via facebook and other
connected to the internet. The crimes include social networking sites and
but are not limited to scams, thefts, email unsolicited emails were
spoofing, dating frauds, charity fraud, money reported in Kiribati, Cook
transfer fraud, purchase fraud, online auction Islands, Fiji, Samoa,
fraud and “work-at-home” frauds”. In recent Tonga and Marshall
years, there is a rapid enhancement of internet Islands (Pacific
and technology infrastructure and increase in Transnational Crime
Assessment Report 2014).
usage of internet
Sender data shown in emails can be "spoofed",
displaying a fake return address on outgoing
email to hide the true origin of the message,
therefore protecting it from being traced.
In dating fraud, usually the con artist develops a
relationship with the victim through an online
dating site and convinces the victim to send
money to the fraudster. The requests for money
can be a one-time event, or repeated over an
extended period of time.
The scammer poses as a charitable organization
soliciting donations to help the victims of a
natural disaster, terrorist attack, regional
conflict, or epidemic. Hurricane Katrina and the
2004 tsunami were popular targets of scammers
perpetrating charity scams; other more timeless
scam charities purport to be raising money for
cancer, AIDS or Ebola virus research, children's
orphanages (the scammer pretends to work for
the orphanage or a non-profit associated with
it), or impersonates charities such as the Red
Cross or United Way. The scammer asks for
donations, often linking to online news articles
to strengthen their story of a funds drive
Consists of an offer of employment transferring
money to a foreign company, supposedly
because it costs too much to do it through other
methods. The prospective victim receives an
email. The fraudsters then send fake checks or
postal money orders, in the hopes that the
victims will cash the fake money instruments
and send money to the scammers before the
fraud is discovered.
A criminal approaches a merchant and proposes
a business transaction, and then uses fraudulent
means to pay for it, using such as a stolen or
fake credit card. As a result, merchants do not
get paid for the sale.
A fast-growing area perpetrated by dishonest
internet marketing and retail sites involving a
variety of products and services. The victim is
tricked, by a legitimate-looking site and effective
marketing, into giving their credit card
information and [card security code] in
exchange for what they believe to be goods or
services. The goods never arrive, turn out to be
fake, or are products worth less than those
advertised.
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Mass marketing
fraud

Cheque Fraud

Credit Card Fraud

Corruption And
Bribery

Bribery

Bribery of Private
Sector
officials/Foreign
Officials

Defined as fraud committed through mass media
communications,
such
as
the
Internet,
telephone, mail, fax or print.
GENERAL INSTRUMENT FRAUD
Relates to any illegal use of cheques to acquire
or borrow funds. Types of cheque fraud include
counterfeiting, forged cheques, fraudulently
altered cheques, bad cheque writing, cheque
washing and using disappearing ink on cheques
A wide-ranging term for theft and fraud
committed using or involving a payment card,
such as a credit card or debit card, as a
fraudulent source of funds in a transaction.

Fiji

New Zealand
Fiji
Tonga

The purpose may be to obtain goods without
paying, or to obtain unauthorized funds from an
account.
PACIFIC PROCEEDS OF CORRUPTION PROJECT
Wrongdoing on the part of an authority or While corruption and bribery
powerful party through means that are are identified as types of
illegitimate, immoral, or incompatible with fraud usually from both a
ethical standards. Corruption often results from private and public sector
point of view, we will limit
patronage and is associated with bribery.
The act of taking or receiving something the analysis of corruption
with the intention of influencing the and bribery for this project.
recipient in some way favourable to the Based on the responses to
the questionnaire received
party providing the bribe. Bribery is
from the 10 responding
typically considered illegal and can be jurisdictions, it is clearly
punishable by jail time or stiff fines if evident that corruption and
authorities find out about the bribe.
bribery appear to be
Bribery - something valuable (such as widespread across the
money) that is given in order to get Pacific and are linked to
someone to do something. Foreign bribery fraud

results in inefficient allocation of resources
and economic distortions. It is a threat to
democracy and the rule of law, corrosive of
good governance and an impediment to
economic development
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SNAPSHOT OF FRAUD & ML CASES
Jurisdiction

Case Study

Offences/ Possible
Offences

Media Article/ Case
Judgement

Niue

Customs Fraud

Theft

Kiribati

Case Study 1:
Internet Enable
Crime
Case Study 2:
Bank employee at
Bank of Kiribati
commits fraud:
“Larceny by
Servant”
Case Study 3:
Island Council
Clerk forged fake
telegraphic
transfers

“Niue Customs officer charged
with stealing US$26,000.00
“Kiribati suspends official over
missing funds”

Forgery

KIHC 152; HCCrC 26-05
“Republic v Vincent”

Republic of
Nauru
Republic of
the Marshall
Islands

Case Study 4:
Bank employee at
Bank of Kiribati
created false loan
accounts
“Larceny by
Servant”
Government
Official writing
fraudulent cheques
Refer to media
articles

Uttering
False Pretences
Forgery
Fraudulent
Falsification of
Accounts
Fraudulent
Falsification of
Accounts

KIHC 44; Criminal Case 21 of
2005

KICA 14; Criminal Appeal 01 of
2011

Forgery
Count of Larceny
Fraud and Corruption
Fraud and Abuse by
government officials
Theft by persons in
position of authority

Source: Presentation at APG
Pacific Typologies Workshop
2013
“Marshalls Cabinet Minister
Charged with Fraud”
Source: Website of East West
Centre
“Widespread fraud suspected in
Marshall Islands government
departments”
Source: Radio New Zealand
“Extra staff needed to deal with
fraud cases”
Source: RMI Journal

Republic of
Palau

Refer to media
article:
www.oceaniatv.net

Misconduct in Public
Office
Bribery

“Palau Quarantine Officer to
Serve Jail Time for Illegal
Cigarette Smuggling”

Samoa

Case Study 1:
Former Ministry of
Finance Employees
charged with
Official Corruption

Official Corruption

Source: APG Typologies Yearly
Report 2013
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Tonga

Solomon
Islands

Tuvalu
Papua New
Guinea

Vanuatu

Case Study 2:
Fake cheques
Case Study 3:
Fake travellers
cheques
Case Study 4:
Internet Banking
Fraud
Case Study 5:
Internet Banking
Fraud
Case Study 6:
Internet Banking
Crime
Case Study 1: Use
of Money Mule and
Internet Enable
Crime
Case Study 2:
Possible Advance
Fee Fraud
Case Study 3:
Internet Banking
Fraud
Case Study 1:
Larcency by
Servant. Employee
of BSP created
fictitious accounts
Case Study 2:
Larcency by
Servant. Employee
of Central Bank of
Solomons stole$1.7
million of old
mutilated notes

Fraudulent Scam

Case Study 1:
Australian
businessman
sentenced to 9
years
Case Study 2:
Former employee
of Transparency
International
committed fraud

Conspiracy to
Defraud
Forgery
Uttering

Fraudulent scams

Source: APG Typologies Yearly
Report 2014 & 2013

Internet/Technology
Enabled crime

Internet/Technology
Enabled Crime
ML
Fraudulent Scam

Rex v Potemani CRR166.2014

Source: APG Typologies Yearly
Report 2013

Internet/Technology
Enabled Crime

Source: APG Typologies Yearly
Report 2013

ML

SBHC 39; HCSI-CRC 302 of
2012

False Pretence
ML
Larceny &
Embezzlement

“ Two Fijians in Tuvalu jail want
to return home”
Source: Fiji one news
Source:
http://www.pngfacts.com/news
/aussie-sentenced-to-9-yearsin-jail

Obtaining goods by
false pretence
ML
Fraud

No case studies
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Cook Islands

Fiji

Case Study 1:
Bank teller at
Westpac Bank stole
funds
Case Study 2:
Employee of a
lagoon stole funds
from employer
Case Study 3:
Minister and local
businessman
commit fraud
Case Study 4:
Trust accounts
used
Case Study 1:
Bank teller
facilitates fraud

Theft as a servant

Theft as a servant

Corruption

Fraud
Conspiracy to
Defraud
Forgery
Uttering

Case Study 2:
Employee of tax
authority
implicated for ML
New Zealand

Case Study 1:
Creation of
fictitious accounts

ML
ML
Causing payment of
money by virtue of
forged instrument
Accessing a
computer for a
dishonest practice
Dishonesty using a
document

Case Study 2:
Money Mulling

Obtaining by
Deception

Case Study 3:
Use of false identity

Use of false identity
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COUNTRY ANALYSIS: FRAUD & ML IN THE PACIFIC
NEW ZEALAND
New Zealand had an estimated population of 4.5 million as of January 2016. While
comparing the population size, size of the economy, scale of economic activity and
estimates of crime with other Pacific Island countries, we can clearly witness an
enormous variance. Therefore, it would not be appropriate to compare New Zealand with
other smaller jurisdictions in the Pacific.
New Zealand had published a National Risk Assessment in 2010. The risk assessment
report had highlighted that fraud and in particular tax evasion was of concern. Anecdotal
evidence supports findings of the risk assessment (FIU, 2010).

Source: (Nicole, 2014).

New Zealand and Fiji as the larger jurisdictions participating in this project reported
significant revenue collections by their respective tax authorities over a period of time
through strengthening compliance frameworks in identifying tax evaders.
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Table depicting Fraud and Tax Evasion as common fraud types and used to launder money
Fraud

Self-Laundering;
Laundering by
professional
service providers

Predicate
offending
Placement

Layering

Tax

Self-Laundering;
Laundering by
professional
service providers

Integration
Other
Predicate
offending
Placement

Layering
Integration
Other

Non-cash based
Likely to occur through electronic transactions,
potentially in the vehicle used to commit predicate
offence (for example in business, company or
market)
Use of companies and business, likely to be
professionally facilitated
Real estate, assets
Potentially higher value per offender
Non-cash based
Likely to occur through electronic transactions,
potentially in the vehicle used to commit predicate
offence (for example in business, company or
market)
Nominees, trusts, family members or third parties
etc
Professionals
Laundering of proceeds from tax offences
Businesses
Gambling

Source: Financial Intelligence Unit, New Zealand
Table depicting Successful Convictions for Fraud Related Offences from 2011-2014

Dataset: Charges prosecuted against adults by offence type fiscal year
Convicted

Outcome
Court
Fiscal year
Offence
Fraud, Deception And Related
Offences
Obtain benefit by deception
Forgery and counterfeiting
Deceptive business/government
practices
Other fraud and deception
offences

Diversion, discharge without
conviction
Total Regions

2011/12

2012/13

2013/14

2011/12

2012/13

2013/14

13320

14281

11451

322

323

180

12132

12680

10245

258

250

135

371

470

392

25

24

13

304

172

408

2

5

..

513

959

406

37

44

32

Source: Financial Intelligence Unit, New Zealand

CASE STUDY 1
Possible
Offence
including predicate
offence to ML
Type
of
Involved

Entity

•
•

Accessing a computer for a dishonest purpose
Dishonestly using a document

Individual, false identity
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Amount Involved

Approximately NZD 1 million

Financial Services

Commercial Bank

ML Typology

Use of false identification

Jurisdiction

Domestic

Summary
First Method
The defendant was a respected and experienced bank employee with 31 years’ service.
Police became interested in the employee’s activity following a report from the bank.
Investigations into transfers from a customer’s account to the employee’s personal
account revealed that the funds had been debited from a customer's account in the
name of Person A and that the defendant had no mandate to operate on the account.
Further investigation revealed that the Person A’s profile and accounts were fictitious and
had been set up in 2002 by the employee for the purpose of committing fraud.
The employee initially used the Person A’s account to obtain money from the bank in the
form of overdraft, loans and top-ups. On opening the account, the employee loaded an
overdraft limit on the Person A account and then paid funds from this account to their
own. Two months later, they then set up a $15,000 unauthorised loan on the Person A
account number and used these funds for their own financial benefit. Throughout 2003,
they then arranged 3 unauthorised top ups on this same account totalling $13,000.
In early 2004 the employee opened up a second account under Person A’s profile and
immediately loaded an overdraft limit on this account. The employee then made a
second loan for $10,000 which they repaid in full in August 2004 from their second
account using funds obtained by fraud.
Second Method
In August 2004 the defendant changed their offending method and commenced the
unauthorised manipulation of genuine customer term deposits. Between August 2004
and August 2012 the defendant broke significant customer term deposits without
authority and transferred thousands of dollars of stolen funds into the fictitious Person
A’s accounts. They then siphoned these funds by transferring them into their personal
bank accounts for their own benefit. The defendant continued to manipulate customer
funds in a "money go round" method in order to try and replace stolen funds with stolen
funds without raising customer suspicion.
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The defendant used the bank's computer system to transfer the money, often through a
bank suspense account prior to it being transferred into the Person A accounts and then
on to their own accounts. Several of the customers reside overseas and on a number of
occasions their bank statements and term deposit certificates were redirected back to
the defendant at the branch to avoid customer detection.
Prosecution
The employee was arrested in November 2012 and confessed to all offending. In 2013
they were convicted of accessing a computer for a dishonest purpose, dishonestly using
a document and ML.
CASE STUDY 2 – MONEY MULLING
Possible
Offence
including predicate
offence to ML
Type
of
Involved

Entity

Unknown original predicate offending
Obtaining by Deception, Causing Loss by Deception
and Assessing a Computer System for Dishonest
Purpose
Individual
•
•

Amount Involved

Unknown

Financial Services

Bank, remitter

ML Typology

wire transfers; cash deposits; electronic transfers; use of third
parties

Jurisdiction

Domestic and international

A New Zealand woman became ensnared in two related scams that are unfortunately all
too common. In the first scam, the woman was victimised in a romance scam after
meeting a man living in Nigeria on an online dating site. After a period of online chatting,
the scammer convinced the woman to make several wire transactions over a few days to
Nigeria, supposedly to pay for airline tickets for the scammer to come to New Zealand.
When the scammer did not arrive in New Zealand the woman became suspicious and
made a statement to Police that she was the victim of a scam. Contact from the
scammer ended for several months leaving the woman several thousand dollars out of
pocket as a result of the scam.
Months later, the scammer resumed contact with the woman to initiate a second scam
that would see the woman became an unwitting accomplice in ML. The scammer told the
woman that a friend would transfer money from a New Zealand account to the woman’s
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bank account. The woman was to withdraw the money in cash and wire the money to
several bank accounts in different South East Asian countries minus the money that the
woman had “loaned” the scammer.
Unbeknown to the woman, the email address of the other New Zealand account holder
had been hacked and fraudulent instructions had been send to the New Zealand bank.
The woman’s bank became suspicious when its account monitoring detected the money
transfers being quickly followed by withdrawals and identified that she was being used as
a mule.
The woman’s bank reported the matter to Police. STRs were received in relation to the
transactions where the woman was used as a money mule. However, no STRs were
received in relation to the initial wire transfers to Nigeria relating to the original scam.
The subsequent Police enquiry resulted in a formal warning for the woman for the
Crimes Act ML offence
Identity Fraud - Use of False Identification
False accounts linked to welfare fraud: An Auckland man created 123 false identities
which he used to obtain welfare benefits from the Government. As a result, he defrauded
the Government of over NZD3.2 million dollars. The proceeds were used to purchase
shares in international companies, gold bullion, cash, luxury items and the installation of
a NZD50, 000 gardens in the property he rented. A search of the address located
NZD200, 000 cash in his house, gold bars hidden under the shower tray in his bathroom
and further gold bars were found in his house. NZD750, 000 was also located buried in
his backyard
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FIJI
Fiji’s ML & TF Risk Assessment 2015
(FIU, 2015) states that Fiji has one of the
most developed economies in the South
Pacific region.

The economy of Fiji is

gradually moving from a cash based
economy

to

being

more

reliant

on

electronic transactions. However, cash is
still

a

significant

economy,

component

particularly

of

involving

the
the

smaller financial services entities (FIU,
2015). The movement of funds, both

Source: (Unit,
2016)

cash and electronic wire transfers
that

originate

from

offshore

mostly

from

Australia, New Zealand, Hong Kong and the
Source: (Kate,
2016)

United States of America has also been identified
as a concern as a potential enabler for ML to
occur in and through Fiji.

Although there is

limited information available in Fiji on the source
of illicit transnational flows of funds into and
through Fiji, it is possible that overseas money
launderers

may

have

used

Fiji’s

financial

institutions to move and attempt to hide illicit
fun
ds.
Tra
nsnational

illicit

funds

resulting

from

overseas corruption, a drug trafficking and
other crime is emerging (FIU, 2015).
The funds with the highest level risk to
possible ML/FT in and through Fiji result
from illicit drug related offences and tax
evasion including income tax evasion, VAT
fraud and duty evasion have been identified
as the most significant generators of illicit
funds in Fiji (FIU, 2015).

Source: (Village,
2016)
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Fraud on the government in the form of tax evasion is very evident in Fiji, has resulted
in a range of cases before the courts and reports on the various types of tax evasion
have appeared in the media.

Tax evasion in Fiji includes income tax evasion, Value

Added Tax (VAT) fraud and evasion of duties and licence fees (FIU, 2015).
Illicit funds resulting from deception, misappropriation, cybercrime, theft, bribery and
corruption and the illicit cross border movement of currency are other potential ML
threats.

Trade based ML, although not considered to be significant in Fiji in terms of

illicit values identified, is also rated as a potential ML threat based on global concerns
(FIU, 2015).
Based on the NRA, Fiji is not considered to have a significant ML risk. It must however
implement the identified strategies to ensure that ML does not escalate in the higher risk
areas, that any new ML risks are identified at an early stage and that mitigating
strategies are implemented to minimise the level of that ML risk (FIU, 2015).

Source: (Fiji, 2016)

Source: (Village, 2016)
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To date Fiji has successfully prosecuted 16 ML cases before the Fijian Courts. The
predicate offences highlighted in majority of these cases were larceny by servant and
cheque fraud (Source: Fiji FIU).

CASE STUDY 1 - THE “TURTLE ISLAND RESORT” CASE: FORGERY, FRAUD, ML
AND NON-CONVICTION BASED FORFEITURE
(Source: Fiji FIU)
Possible
Offence
including
predicate
offence to ML
Type
of
Involved

Entity

• Conspiracy to defraud
• Forgery
• Uttering
• Obtaining on forged documents
1 Business Entity
6 Individuals

Amount Involved

$840,000.00

Financial Services

Commercial Bank
•
•
•
•

ML Typology

Jurisdiction

Use of a shell company
Use of family members and associates
Use of multiple bank accounts
Purchase of high value assets

Domestic and International

Case Summary
This case involved a syndicate of money launderers who colluded to hide ‘illegal funds’
that was acquired in a fraudulent scheme involving the alteration of company cheques
belonging to the Turtle Island Resort, a luxury resort in Fiji.
The main suspect in the case, Mr. Anand Kumar Prasad (aged 27 at the time of the
fraud) was employed as the accountant at SPOR (Fiji) Ltd T/A Turtle Island Resort.
During his term of employment, between May 2006 and January 2008, he fraudulently
altered cheques that were being issued by the resort for the payment of its expenses. A
total of 84 cheques amounting to FJ$840,000 (equivalent of US$478,000) was
fraudulently converted and deposited at local commercial banks.
Mr. Anand Kumar Prasad was personally recommended by his sister, Ms. Shirley
Sangeeta Chand, to the resort owner, Mr. Richard Evanson for his employment at the
Resort. Ms. Shirley Sangeeta Chand (aged 29 at the time of the fraud) was a Senior
Prime Banker at ANZ Bank.
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She usually provided banking services to Mr. Richard Evanson because the business
bank account of SPOR (Fiji) Ltd T/A Turtle Island Resort was held at ANZ Bank. Mr.
Anand Kumar Prasad was a former employee of ANZ Bank.
Mr. Anand Kumar Prasad had direct access to the cheque books of the Resort and was
aware that cheques for less than $10,000 would not be scrutinized by the management
of the company.
As part of the ML planning, Mr. Anand Kumar Prasad also arranged with his friends to
open bank accounts or to use existing accounts as a conduit for the fraudulently altered
cheques after he changed the payees names and increased the sums payable.
Forgery Of Cheques
Seventy five (75) cheques totalling $679,176.18 were fraudulently obtained by Mr.
Anand Kumar Prasad and made payable to himself, his brother (Mr. Arun Kumar
Prasad) and his associates (Mr. Deo Narayan Singh, Mr. Reenal Praneel Chandra
and Mr. Reenal Rajneil Chandra).
These cheques of the resort were stolen by Mr. Anand Kumar Prasad and he forged
the signature of Mr. Richard Evanson onto the cheques. The cheque amounts were
ranging between $3,000 to $10,000 but most of the figures were just below $10,000.
Alteration of the Cheques
Nine (9) cheques that were written by the resort for the payment of general services
were altered to the value of $152,719.58. These cheques were deposited into the
business bank account of Shahil & Shohil Grocery & Machine Repairs. This business
was a shell company established by Mr. Anand Kumar Prasad’s associate, Mr. Deo
Narayan Singh, to launder the proceeds from this fraudulent scheme.
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The criminal proceeds that were credited to the respective Commercial Bank accounts
were withdrawn immediately for similar credit values. These withdrawals were made in
the form of cash and bank cheques to purchase 6 motor vehicles and a residential
property.

Non-Conviction Based Forfeiture
Since a number of tainted assets had been identified, the Director of Public Prosecutions
Office successfully filed a restraining order in April 2010 for the following ‘tainted
property’:
•

A silver coloured Toyota Liteace motor vehicle registered under Mr. Anand
Kumar Prasad;

•

A brown coloured Toyota Hilux motor vehicle registered under Mr. Anand Kumar
Prasad;

•

A green coloured Toyota Hilux motor vehicle purchased for $23,500 registered
under Mr. Deo Narayan Singh;

•

A Honda CRV motor vehicle registered under Mr. Anand Kumar Prasad;

•

A metallic blue Nissan Sunny motor vehicle purchased for $10,000 registered
under Mr. Anand Kumar Prasad’s mother, Mrs. Bhagwati Prasad;

•

A Toyota Corolla motor vehicle purchased for $24,000 registered under Ms.
Shirley Sangeeta Chand;

•

The sum of $5,191.01 maintained in a local bank account belonging to Mr.
Anand Kumar Prasad’s brother, Mr. Arun Kumar Prasad; and

•

A real property purchased for $142,000 that was subsequently registered under
Mr. Anand Kumar Prasad’s friend.

On 10 September 2010, the DPP’s Office successfully obtained a civil forfeiture (nonconviction based) order on the above-mentioned tainted property that was forfeited to
the State.
Prosecution
On 15 April 2011, the court proceedings in the High Court of Fiji for the criminal case of
Mr. Anand Kumar Prasad and others commenced.
On 19 April 2011, Mr. Anand Kumar Prasad, his sister Ms. Shirley Sangeeta Chand,
two brothers, Mr. Reenal Praneel Prasad and Mr. Reenal Rajneil Chandra, Mr. Deo
Narayan Singh and his wife, Mrs. Atishma Kirti Singh were convicted for conspiracy
to defraud, forgery, uttering, obtaining on forged documents and ML.
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Sentencing
•

Mr. Anand Kumar Prasad was convicted for conspiracy to defraud, 4 counts of
uttering, 4 counts of obtaining money by virtue of forged documents, 4 counts of
causing money to be paid by virtue of a forged document, 5 counts of ML and 11
counts of forgery. He was sentenced to 6 years imprisonment.

•

Mr. Reenal Praneel Chandra was convicted for conspiracy to defraud, 1 count
of forgery and 1 count of obtaining money by virtue of forged documents. He was
sentenced to 2 years imprisonment.

•

Mr. Reenal Rajneil Chandra was convicted for conspiracy to defraud and 1
count of obtaining money by virtue of forged documents. He was sentenced to 2
years imprisonment.

•

Mr. Deo Narayan Singh was convicted for conspiracy to defraud, 1 count of
forgery, 3 counts of causing payment of money by virtue of a forged document, 1
count of obtaining money by virtue of a forged document and 3 counts of ML. He
was sentenced to 4 years imprisonment.

•

Ms. Shirley Sangeeta Chand was convicted for conspiracy to defraud and was
sentenced to 4 and ½ years imprisonment.

•

Ms. Atishma Kirti Singh was convicted for conspiracy to defraud and 1 count of
ML. She was sentenced to 2 years imprisonment.

Challenges
Any successful case would not near completion without challenges faced by the parties
associated in dealing with the case. Similarly, the Fiji Turtle Island Resort case took
almost three years for a successful conviction and there were certain impediments faced
by the relevant agencies involved.
Precedence Set in ML Sentencing
The maximum penalty of a ML offence is 20 years under the Proceeds of Crime Act 1997,
however Fiji’s first successful ML conviction (O’Keefe v State ) 2007 AAU 0029.2007, set
a precedence of 5 years whereby the accused, Mr. Timothy Aaron O’Keefe was handed
this sentence.
Therefore, Mr. Anand Kumar Prasad was sentenced to a term of 6 years for each ML
offence to be served concurrently with the conspiracy sentence. Considering the nature
of fraudulent activity, this sentence may not have been truly justified. If Mr. Anand
Kumar Prasad was to be charged on a stand-alone offence of ML without being charged
in conjunction with other offences, the sentence could range between 8-12 years.
Only three of the six suspects were charged for ML while there were other parties who
also aided and assisted in this fraudulently converted cheques scheme

31

CASE STUDY 2: THE FIJI HONEYMOON BEACH RESORT ML CASE
(Source: Fiji FIU)
Possible

Offence

including

predicate

Causing payment of money by virtue of forged instrument

offence to ML
Type

of

Entity

1 Business Entity

Involved

1 Individual

Amount Involved

$272,220.00

Financial Services

Commercial Bank

ML Typology
Jurisdiction

Use of a shell company
Purchase of high value asset
Domestic and International

Case summary
This ML case was referred to the FIU as Suspicious Transaction Reports (STRs) by three
different commercial banks in February 2004 and August 2005. The three commercial
banks reported on Salendra Sen Sinha and Honeymoon Beach Resort Limited.
Salendra Sen Sinha an unemployed Fijian national established a shell company called
Honeymoon Beach Resort Limited with the nature of business being general resort
development and accommodation.
Honeymoon Beach Resort Limited was registered for tax with the Fiji Tax Authority;
however the business had not lodged any Value Added Tax (VAT) returns since its
establishment.
An employee of the Fiji Tax Authority colluded with Salendra Sen Sinha to defraud the
Tax Authority. The employee stole and gave Salendra Sen Sinha two genuine VAT
refund cheques that were legitimately raised by the Fiji Tax Authority to two tax payers
in June 2005.
Salendra Sen Sinha altered the “payee” to read Honeymoon Beach Resort Limited
and the “amounts” on the two cheques to the total value of $272,220.00. The
fraudulently altered cheques were deposited into the bank account of Honeymoon
Beach Resort Limited in August 2005.
On the same day that Salendra Sen Sinha deposited the altered cheques into his
account, he was able to withdraw cash totaling $272,000.00 and purchased a motor
vehicle at a price of $105,000.00. A freezing order was placed on the balance of funds
that remained in the business bank account of Honeymoon Beach Resort Limited.
The Fiji Tax Authority’s business bank account is maintained at Commercial bank 2 (Bank
2) while Honeymoon Beach Resort Limited maintained its bank account at
Commercial Bank 3 (Bank 3).
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The predicate offence involved “causing payment of money by virtue of forged
instrument” with the altering of the “payee” and “amounts” on the two cheques and by
unlawfully withdrawing the laundered funds.
On 29 October 2010, Salendra Sen Sinha was convicted of 2 counts of causing
payment of money by virtue of forged instrument and 1 count of ML. He was sentenced
to a concurrent term of 2 years imprisonment
The sum of $85,000.00 maintained in the business bank account of Honeymoon Beach
Resort Limited was forfeited and ordered by the Court to be restored to Fiji Tax
Authority.
The Fiji Police seized printers and photo copiers from Salendra Sen Sinha’s residence.
The equipment was of the latest model and was used to print fraudulent VAT refund
cheques.
There were certain challenges that made the nature of the case significant. Some factors
involved were the high degree of planning behind the fraudulent activity, the large sum
of money defrauded and the non-recovery of a substantial amount of money. This ML
case was one of the first for Fiji FIU. At this time the Fiji FIU was still in its establishment
phase and had very limited resources to work with.
CASE STUDY 3: THE 50 MILLION EURO CASE
(Source: Fiji FIU)
In 2008, a foreign national and his local colleague approached a finance company in
Suva for a loan of $250,000. Among the documents that were submitted to the finance
company for the application of the loan, a copy of a New Zealand bank draft of €50
million was attached. The bank draft was post-dated and was made payable to a local
company owned by the two individuals. The foreign national, 40 years old, and his local
colleague, 39 years old, were both directors of the company. The owner of the finance
company approached a commercial bank in Suva with a copy of the €50 million bank
draft to determine whether it was genuine. The commercial bank reported this to the FIU
and verified the bank draft with their correspondent bank in New Zealand. The New
Zealand bank that reportedly issued the bank draft revealed that it was counterfeit. Soon
after approaching the finance company for a loan, the foreign national and two locals
deposited the €50 million bank draft to their business account maintained at another
commercial bank in Suva.
The foreign national and two locals were charged, convicted and imprisoned in 2011 for
periods ranging from two and half to three years for “Possession of Forged Document”,
“Uttering a False Document” and “Demanding Property on Forged Document” (offences
under the Penal Code). Refer to FIU website www.fijifiu.gov.fj/CaseLaws_2011.aspx.
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FURTHER CASE STUDIES LINKED TO FRAUD AND ML: FIJI
Accounts Officer Defrauds Company
Within 1 ½ years, between 2006 and 2007, Person C (28 years old at the time)
fraudulently obtained a total of $472,466.47 from her employer. She was an accounts
officer at a local hardware company and her job description involved raising payments
for the company’s international transactions. However, Person C was able to raise local
payments for cheques between $9,000 and $18,000. These cheques were cashed at the
bank by Person C. Person C was convicted of ML on the basis that “she ought reasonably
to know” that the proceeds of $472,466.47 “was derived indirectly” from the falsification
of the company’s books of account.
Person C was also convicted of “corrupt practices” as she had corruptly offered $10,000
cash to her employer’s accountant to induce him to stop investigating the cashing of
suspicious company cheques.
VAT Refund Scheme
Between March 2008 and September 2010, Mr. Robin Shyam, a 36 year old tax assessor
at FRCA, approved fraudulently generated tax refunds totaling $350,000. As an assessor
at the Inland Revenue Department for FRCA, his work involved assessing various types
of income tax returns, checking data input and approving refunds of income tax to
business and personal tax payers. The Police found that Mr Shyam had forged the
supporting documents for some tax refund applications and had removed these
documents from the offices of FRCA without authority.
The tax refunds were made payable to nine of Mr Shyam’s friends who had provided
their bank account details to him. Mr Shyam had informed his friends that he was owed
money but did not want his wife to know. When the tax refunds were paid to the bank
accounts of Mr Shyam’s friends, they withdrew the cash and gave it to him.
Refer to FIU website http://www.fijifiu.gov.fj/CaseLaws_2013.aspx.
Senior Tax Officer in False VAT Refund Scheme
In 2004, a commercial bank reported a case to FIU regarding a businessman, Person X,
who was receiving large Inland Revenue cheques into his bank account. The case was
scrutinized by FIU and it was established that this businessman along with other
individuals had fraudulently obtained VAT refund cheques. The case was disseminated to
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the Fiji Police Force for their formal investigations. In July 2014, Mr. Manoj Kumar Khera
was charged for ML offence under Section 69 of the Proceeds of Crime Act. It was
established that between January and April 2004, Mr. Manoj Kumar Khera submitted four
VAT returns containing false information for his company, Shivam Imports and Exports,
to the Fiji Revenue & Customs Authority. The four VAT returns claimed that the VAT he
paid on his business purchases were more than the VAT he collected on his sales. (FIU,
n.d., p. 53)
Mr. Manoj Kumar Khera was issued four FRCA VAT refund cheques totalling $44,611.82
which he deposited into his personal bank account. These funds were withdrawn from his
bank account and unrecovered. On 30 July 2014, Mr. Manoj Kumar Khera was convicted
for ML and false pretences and on 3 October 2014 was sentenced to four years
imprisonment.
Refer to FIU website http://www.fijifiu.gov.fj/Pages/Money-Laundering-Conviction/Statevs-Manoj-Khera.aspx.
High Court Sentences School Teacher for Five Years for ML
In 2011, the Fiji Revenue and Customs Authority (FRCA) noticed irregularities in their
database and established that 27 taxpayers were using the same postal address. FRCA
conducted an investigation into the anomalies and discovered fraudulent VAT refund
transactions. It was discovered that between 1 February and 31 March 2007, Ms Savita
Singh negotiated a cheque for $2,400 that was obtained using a fraudulent tax return.
Ms. Savita Singh was not registered as a tax payer and therefore was not entitled to
receive a tax return. The funds were deposited in her ANZ bank account. Ms. Savita
Singh had paid the State the amount of money received as proceeds of crime.
On 23 September 2015, Ms Savita Singh was convicted of ML and on 19 October 2015
the High Court of Fiji sentenced her to five years imprisonment.
Refer to FIU website for court judgment:
http://www.fijifiu.gov.fj/getattachment/Pages/Case-Laws/ML-Case/2015/State-v-SavitaSingh_Money-Laundering_20-10-15.pdf.aspx
Former ANZ Bank Employee launders funds
From May 2012 to October 2013, Mr. Vikash Prakash Mehta, while an employee of ANZ
Bank, stole funds from the ANZ Bank suspense accounts and convinced ANZ account
holders as third parties to allow him to transfer the stolen funds to their accounts and
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conduct withdrawals for him. Internal audit checks revealed discrepancies in the
accounts and after investigations it was revealed that Mr. Vikash Prakash Mehta, stole
and laundered a total of $356,702 from his employer, ANZ Bank. Of the total amount,
$3,370 was recovered and the bank reversed transactions to the value of $11,612.
On 21 April 2015, Mr. Vikash Prakash Mehta was sentenced to eight years imprisonment
after being convicted of eight counts of ML. Sentence was reduced to five and a half
years after appeal was granted.
Refer to FIU website for court judgment
http://www.fijifiu.gov.fj/getattachment/Pages/Case-Laws/2015/State-v-Vikash-PrakashMehta,-Case-No-143-2014-Sentence.pdf.aspx
Fraudulent Identification Document to establish Banking Facility and Deposit of
Fraudulently Altered Income Tax Refund Cheque
From 9 September to 29 September 2005, Mr Chris Ronil Singh obtained a fake Land
Transport Authority (LTA) driver’s license pretending to be Mr Mohammed Taslim Khan.
He used the fake ID to open a bank account and deposit a fraudulently altered income
tax refund cheque of approximately $47,000.00 payable to Mr Mohammed Taslim Khan
into this bank account. Mr Chris Ronil Singh obtained a legitimate income tax refund
cheque which he altered to show the name of Mr Mohammed Taslim Khan and inflated
the amount of the cheque to approximately $47,000.00.
On 28 October 2015, Mr Chris Ronil Singh was convicted for ML and on 12 November
2015 he was sentenced to four years imprisonment.
Refer to FIU website for court judgment:
http://www.fijifiu.gov.fj/getattachment/Pages/Case-Laws/ML-Case/2015/State-V-ChrisRonil-Singh_Sentence_%2812th-November-2015%29.PDF.aspx
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COOK ISLANDS
According to the Cook Islands National Risk Assessment 2015, the level of the associated
ML threat committed domestically is generally low. Investigations into predicate crimes
are effectively pursued by law enforcement agencies. There have been no prosecutions
for ML in the Cook Islands between 2011 and 2013.
A total of 10 fraud cases were investigated by the Police in 2012 and 13 in 2013
respectively. Also during the same period, two cases of structuring were reported to the
Police in 2012, and one in 2013. In 2013, the FIU received 9 STRs for fraud out of which
six STRs are offshore related. Four of the 9 STRs were successfully investigated and
prosecuted domestically where one STR was successfully investigated and prosecuted
abroad. The threat presented by domestic Fraud in the Cook Islands is low. However
fraud

committed

abroad

is

high.
The

main

threats

of

ML

identified are imported risks
originating
offshore

through

financial

particular,

the

sector,

fraud

Source: (Zealand, 2016)

in

offences

committed abroad and where
the proceeds are laundered
into or through international
trusts

or

companies

incorporated

in

Islands

bank

and

maintained

by

the

Cook

accounts

commercial

banks. Alternatively, international trusts and companies also being used as a transit
vehicle to launder illegal proceeds to another jurisdiction
The following emerging trends and vulnerabilities will potentially have some impact on
the AML/CFT efforts in the Cook Islands:
•

New technology

•

Cross border movement of illegal goods and currencies

•

Cybercrime

•

Tax evasion; and

•

Official corruption
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Source: pacific islands legal information institute (http://www.paclii.org/)
CASE STUDY 1
Case No: CR NO: 247/14:

Police v Mattjeri Kamoe

Date:

2 December 2015

Possible Offence:

“Theft” as a servant. Offence under the Crimes Act.

Amount Involved:

$15,000.00

Financial Service:

Commercial Bank

ML Typology:
Summary
1) Mr. Kamoe, a 24 year old was employed as a bank teller at Westpac Bank.
2) Between January to November 2013, Mr. Kamoe stole $15,000.00 from his
employer.
3) Employment was terminated after internal investigation by Westpac Bank.
4) Pleaded guilty to the offence
5) Sentence: Period of 18 months’ probation with first 6 months to be served on
community service. Ordered by the High Court of the Cook Islands to pay
reparation of $15,000.00 to Westpac Bank in instalments.
Aggravating Factors
•
•
•

Breached trust of Westpac Bank
Used position to benefit himself
Affected Westpac but other staff who worked at WBC and culture of bank.

CASE STUDY 2
Case No: CR NO: 108/2013:Police v Avitesh Vikash Prasad
Date:

17 July 2014

Possible Offence:

“Theft”. Offence under the Crimes Act.

Amount Involved:

$10,112.00

Summary
1) Mr. Avitesh Prasad, a 30 year old was employed by Aitutaki Lagoon Resort .
2) Between 1 April 2011 to 31 December 2012, Mr. Prasad stole $10,112.00 from
his employer.
3) Pleaded guilty to the offence
4) Convicted and discharged without further penalty.
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CASE STUDY 3
The Police and the FIU are currently under taking an investigation against a Minister of
the Crown. The allegations are:


The Minister was responsible for the Ministry of Marine Resources who is
responsible for issuing of fishing licences to both local and foreign fishing vessels.
The Minister approved the issuing of an additional licence to a foreign fishing
company who also bought a boat from the Minister for the sum of $26,000. The
Minister bought the boat from a local owner for $20,000 and on sold it to the
foreign fishing company for $26,000. The foreign fishing company subsequently
gifted the boat to a fishing association with which the Minister is associated as a
member of the association. The Minister has now been relieved of that Portfolio
pending the investigation.



The Minister was responsible for the Ministry of Transport who is responsible for
issuing shipping licences for commercial vessels to transport goods into the Cook
Islands. Earlier in the year, the Deputy Prime Minister declined an application by
a foreign company for a shipping licence with the intent that the licence was to be
offered to a local company and operators. However, it was alleged that the
Minister without knowledge of Cabinet approved the shipping licence to the
foreign company and in return he was gifted $30,000 which he has used as price
money on behalf of his business towards the annual constitution day of the Cook
Islands being celebrated on his island.



The Minister together with a local businessman bought a property on his island
for $1,000,000. They borrowed from the bank $700,000, and $250,000 came
from a lawyers trust account which originated from overseas. The other $50,000
also came from another lawyers trust account as investment to make up the total
of $1,000,000. The matter is still under investigation.

CASE STUDY 4
In July 2014, a report was received from a trustee company about a client (trust) owned
by an individual who had been indicted in the United States for five counts of making
false statement to an Insurance Regulator for the total value of US$5million. The alleged
period of the offending was from June 2012 and April 2014. The matter was investigated
by the Federal Bureau of Investigation, Homeland Security, and Internal Revenue
Services and, by the Immigration and Customs Enforcement. As at 1st September 2014,
the balance in the trust account with a local bank was US$8,208.00. An instruction to
freeze the remaining funds was issued by the FIU on 9 September 2014.
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TONGA
In Tonga’s MER 2010, it
was identified that Tonga
does not have a major
crime

problem

there

has

increase

in

Source: (Zealand, 2014)

although
been

an

number

of

property related offences.
There

have

been

a

number of reported and
prosecuted cases of both
private and public sector
fraud

and

corruption
involved

low-level

which
proceeds

have
of

crime. In Tonga’s member status report 2015 submitted to APG, there was one ML
successful prosecution. Current cases shows emergence of internet enabled crimes
for fraud and possible ML.

CASE STUDY 1
Case No:

Rex v Potemani CRR166.2014 (18 May 2015)

Parties Involved:

Rex v Potemani

Date of Sentence:

18 May 2015

Possible Offence:

ML

Amount Involved:

$T25,000

Indicators:

Use of money mule

Summary
In March 2014, Ms. Potemani accepted a friend request on facebook from one Jet Larry
Iketau. She had not met him and started to chat on facebook. Mr. Iketau told Ms.
Potemani that he resided in South Africa and stated that he was a Christian and of
Tongan ethnicity. Mr. Iketau was reportedly using Ms. Potemani as a money mule for a
phishing scam. Mr. Iketau asked Ms. Potemani to open a bank account for him. He
wanted to launch a product in Tonga and wanted to advertise online. He then stated for
Ms. Potemani to open the account in her name. Ms. Potemani stated that he could use
her existing account at ANZ bank. Mr. Iketau advised Ms. Potenani that a potential buyer
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was interested to purchase a product and the customer would send money to Ms.
Potemani’s account.
Ms. Potemani was advised that once the funds hit her account, she was to withdraw the
money from her account and send it via Western Union to Mr. Iketau. Mr. Iketau or
someone associated with him had through computer hacking obtained the bank account
details of Ms. Paula and Mr. Anthony Holt who run a business in Tonga. So without
knowledge of Mr and Mrs Holts, a sum of $T21,000 AND $T4,000 was tranfered into Ms.
Potemani’s account. Ms. Potemani withdrew T$1,000 first from an ATM machine.
She withdrew a further $T19,000.00 at the ANZ Bank and advised the teller that the
funds were to purchase a vehicle. Ms. Potemani on 1 and 2 April made unsuccessful
attempts to send money via Western Union. On 1 April she tried to send T$10,000 to a
recipient in Singapore and told Fexco that this was a cash reimbursement for a friend.
On 2 April, she tried to send T$5,000 to Mr. Iketau and someone she claimed was his
sister in South Africa. There was no supporting documentation and there was no
apparent relation between sender and receiver and Fexco became suspicious. Mr. Iketau
then asked Ms. Potemani to use money to buy electronic equipment and forward that
equipment to him using DHL. She bought a laptop, notepad and mobile phones worth
$T7,576.76. She went to DHL and arranged goods to be sent to Mr. Iketau under her
friend’s name. The charges of ML were not pursued.
Source: http://www.paclii.org/cgibin/sinodisp/to/cases/TOSC/2015/33.html?stem=&synonyms=&query=title(Rex%20and
%20Potemani%20)

CASE STUDY 2
The case involves an on-going investigation and inquiries into possible advance fee fraud
conducted by foreign nationals colluding with Tongans, where local properties are being
advertised on a website seeking potential investors. One of the suspects in this case is a
foreign national who has an outstanding arrest warrant for fraud and ML cases. There
are international complaints from investors who invested in these properties but they
were actually not for lease.
CASE STUDY 3
An investigation was made into unauthorised withdrawals using internet banking where
TOP$1500 (USD840) was transferred to a second account. Perpetrators from Nigeria
contacted the second account holder to remit TOP$1000 (USD560) to Nigeria whilst the
account holder kept the balance.
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REPUBLIC OF PALAU
In Palau’s 4th ME Follow up progress report submitted to APG, there were nil ML
investigations or prosecutions and convictions. According to Pacific Transnational Crime
Assessment Report 2014, law enforcement agencies in Palau had intercepted counterfeit
currency being brought into the country from Manilla, Philippines.
At the APG Pacific Typologies Workshop, a representative from Palau had delivered two
case
One

presentations.
related

to

the

smuggling of tobacco

Source: (TV, 2014)

and the other related
to

a

banking

sector

fraud.
The

banking

sector

fraud case study was in
relation to Americans
who

had

bank

on

Three

opened
the

bank

a

Island.
officers

were charged and were
found
ordered

guilty
to

and
pay

$300,000 back to the community. The offending related to loans being paid out without
any money in the bank resulting in 18 million in bad loans.
This case highlighted the vulnerability of the Pacific Island people in that they are very
trusting and that this can be used to the advantage of criminals. The difficulty of
investigating and prosecuting such a matter was challenging. It was the first of its kind
on the Island and was complicated.

The case revealed a large amount of different

typologies that were used to launder money such as 3rd party identities and layering.
Apart from the case study, the questionnaire response provided by Palau shows the
presence of criminal activities such as Environmental Crime, Counterfeiting and piracy of
products, trafficking in human beings and migrant smuggling, robbery or theft,
corruption and embezzlement.
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REPUBLIC OF THE MARSHALL ISLANDS

In RMI’s Progress Report (PR) 2014
submitted to APG, there were nil ML
investigations or prosecutions and
convictions.
According

to

the

questionnaire

response provided by RMI, the level
of corruption and bribery is ranked
as

high

which

includes

embezzlement and misappropriation
(theft).
The fraud and abuse of power by government officials and instances of theft by persons
with positions of authority and trust have been highlighted as the major type of fraud
prevalent in the Marshall Islands.

Source: (Journal, 2013)

Source: (Zealand, 2010)
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SAMOA
Samoa

has

investigation

not
or

undertaken

prosecutions.

any

This

ML

reflects

moderately low levels of domestic proceedgenerating crime.

Source: (Authority, 2013)

Samoa’s 2012 NRA identifies the international
(offshore) sector, in particular IBCs, money
transfer operators (MTOs) and the crossborder movement of cash as areas of
higher

risk,

as

well

as

highlighting

the

importance of the domestic banking sector due
to its materiality. The NRA does not quantify or
estimate the value of domestic of foreign
proceeds of crime in Samoa, and does not in
any depth consider the type or volume of
threat associated with each predicate offence.
However, the level of domestic proceeds- generating crimes seems to be low,
with the main relevant crime types being relatively low level fraud and drugs cases.

CASE EXAMPLE 1: FIU ANALYSIS AND DISSEMINATION,
CYBERCRIME/INTERNET SCAM
Investigations into two STRs disseminated by the SFIU in 2012 were carried out by the
criminal investigation division of the police service. No charges were laid against any
persons with regards to these matters. According to the report from the investigation
officer, the people were victims of an internet scam and fraud. However, it was
difficult to trace the people who put together the scam. The identities of the person(s)
are unknown as the names used are false. The TCU is establishing a database which
looks at recording the types of scams and releasing a report that can be used as a
warning to the general public.
CASE EXAMPLE 2: FIU ANALYSIS AND DISSEMINATION OF A POSSIBLE FRAUD
Mr R was reported by a money transfer operator due to the significant amount of inward
transfers (approximately SAT $105,000- or US$45,000) he received from various
senders in a foreign country. SFIU requested the commercial banks to check whether
they have any records on Mr R. A request was also made to the FIU in the foreign
country for any information about the sender and a report was received. Three local
commercial banks confirmed that they do not hold any account for Mr R whilst one bank
held an account for Mr R. The account was inactive since January 2013. SFIU prepared a
summary report and disseminated the information to police and TCU in 2014 for
information and investigation. Mr R is suspected to be involved in a scam operation.
Investigations are ongoing.
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CASE EXAMPLE 3: REQUEST TO FIU FOR PROCEEDS OF CRIME PURPOSES
In 2011, the AGO requested from SFIU the bank accounts of a defendant who had been
charged and convicted of theft of $22,000 and was serving an imprisonment term of
2 years 4 months. SFIU collected the information from banks and provided to the AGO.
No further information is available on the proceeds hearing.
While it is very difficult to quantify with any precision, discussions with the Samoan
authorities indicated that, on average, possibly up to five or six more serious proceedsgenerating cases (relatively speaking) might be occurring per year in which ML
investigations would be justified and possible, for example, more serious fraud,
corruption and drug cases. Samoa is urged to begin to conduct these types of ML
investigations on a regular basis.
CASE STUDIES FROM APG TYPOLOGIES REPORTS
CASE STUDY 1: APG YEARLY TYPOLOGIES REPORT 2013 - POLICE VS. MR A AND
B (GOVERNMENT OFFICIALS)
Mr A and B were formerly employed in the Ministry of Finance and were charged with
numerous counts of Official Corruption pursuant to section 35 of the Crimes Ordinance
1961. Mr A was a Senior Accounting Officer in the Accounts Payable/Expenditure Section
while Mr B was an Assets Officer who often assisted the Accounts Payable/Expenditure
section with customer queries and follow-ups for cheque payment claims. For a two year
period, the two would collude in issuing false or Fictitious invoices and involve a
third party for receiving the payments in which later they would receive monies
or bribes in return of their efforts.
CASE STUDY 2: APG YEARLY TYPOLOGIES REPORT 2013
Mr A received a winning notification. After paying many fees through a money transfer
operator, he received a partial payment cheque of USD20, 000. He went to cash the
cheque at the bank but later found out it was a fake cheque.

CASE STUDY 3: APG YEARLY TYPOLOGIES REPORT 2013
Ms K ran beach false accommodation. A fraudster made an online booking and sent over
traveller’s cheques for more than the actual price. He asked to have the cheques cashed
and have the balance sent back to him through a money transfer operator. The
traveller’s cheques were later discovered to be fakes. There were several other cases
referred where scammers sent emails pretending to be a person in a difficult situation.
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Instructions indicated that they needed help and monetary assistance either for a lost
passport or hotel accommodation, etc.
CASE STUDY 4: APG YEARLY TYPOLOGIES REPORT 2014
Mr F, a well-known lawyer, received a bank cheque of USD198, 950.00 from Company Y
located in Country K. The cheque was for maintenance of wife and children pursuant to a
separation agreement done in country K. Mr F claimed to be the lawyer for the wife and
children in this case. Mr F presented the cheque to Bank W with instructions to deposit
10% commission (i.e. USD$19,845.00) in his bank account and remit the remaining
balance to beneficiaries in country C. Later on, the cheque was returned by the issuing
bank as a ‘fraudulent cheque’. Mr F queried Bank A about funds of USD$800.00
(equivalent to ST$1,839.08) debited from his account without authorisation. Accordingly,
the fraudster hacked Mr F’s bank account via internet banking, sent instruction to Bank A
to remit funds to country C.
CASE STUDY 5: APG YEARLY TYPOLOGIES REPORT 2014
Company I and Mr L were victims of internet banking scams that involves the same
beneficiary, Mr T. These scams were reported by Bank W. Mr T, resided in country A,
contacted two different university students, Ms F and Ms M via Facebook asking them for
their account numbers. Mr T hacked Company I and Mr L bank accounts and debited
ST$1,500 (USD661) from each account. He then credited Ms F and Ms M accounts with
ST$1,500 (USD661) each and instructed the students to remit funds to country A.
CASE STUDY 6
Mr YZ is a non-resident and works in an Embassy. He opens a Samoan Tala account with
bank A. Bank A in country T reported that they received instructions via internet banking
from one of their clients, Mr DS, to remit USD4,400 to Mr YZ’s Tala account. Mr DS
confirmed that he did not issue such instruction; hence, Bank A stopped the transaction.
Furthermore, the hacker sent instructions via internet banking to local bank A, to
transfer SAT$4,400.00 from Mr & Mrs CS account to Mr YZ’s Tala account. Bank A
contacted Mr & Mrs CS for confirmation of transfer and discovered that the couple didn’t
issue such instruction. Bank A cancelled the transfer.

The emergence and use of internet and technology enabled crimes for fraud in Samoa
in recent years is of concern.
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NIUE
Niue’s mutual evaluation report (MER) was adopted by the APG members in July 2012.
The MER had noted that Niue has a low risk for ML with a population of 1,612 people
according to UN Estimates and a very insignificant financial sector comprising of one
commercial bank, one development bank and two remitters. It was recommended in the
MER that Niue Police and Customs ought to commence a risk assessment to determine
potential risks and trends of ML. This is yet to be realised. As of Niue’s Progress Report
(PR) 2014 submitted to APG, there were nil ML investigations or prosecutions and
convictions. “Theft” appears to be the common type of fraud present in Niue.

CASE STUDY
At the APG Pacific Typologies Workshop in 2013, a representative from Niue had
delivered a case presentation on a Customs fraud. A customs officer was charged in
March 2011 for misappropriating US$26,000.00 from departure taxes. Between
November 2009 and September 2010, the departure taxes were missing and the
anomaly
Treasury.

was

detected

by

The

accused

faces

the
a

charge of theft.
The case highlighted the following:
•

Source: (Zealand, 2011)

Breach of high level of trust
placed in employees.

•

Importance of having checks
and balances in place and
robust processes so that
corruption and offences
cannot occur by government
employees.

•

Niue had to hire auditors
from New Zealand to analyse
the fraud which reflects lack of technical expertise and capacity to analyse
complex fraud cases.
.
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REPUBLIC OF NAURU
In the 1990’s Nauru became a tax haven and started selling passports to foreign
nationals. According to Viktor Melnikov, previous deputy chairman of Russian’s Central
Bank, in 1998 Russian criminals Laundered about $70 billion through Nauru. In 2003,
the government of Nauru introduced anti-avoidance legislation due to strict scrutiny by
FATF. This resulted in foreign capitals leaving the island. Two years later, the FATF
removed Nauru from its black list as it was satisfied by the implemented legislation and
outcomes achieved.
At the APG Pacific Typologies Workshop in 2013, a representative from Nauru had
delivered a case presentation.
The case Nauru presented to the
group involved a government
official

was

writing

fraudulent cheques.

She was

stealing

who
a

large

amount

Source: (Liam, 2016)

of

money from the Nauru treasury
and which came about due to her
official position.

She pleaded

guilty to the offending. This case
highlighted

the

link

between

fraud and corruption.
Nauru faces a low risk of ML (ML). The offshore companies and trusts epitomize a
residual risk that Nauruan legal persons or arrangements might be used for laundering
offences, although the very low rate of company and trust formation in the sector may
indicate that the risks are comparatively low. Nauru is commonly a low crime
jurisdiction. Given the relatively low levels of crime in Nauru, opportunities for ML
investigations have been limited; however, there have been several opportunities that
could have been pursued. While a number of cases were primarily charged with ML, all
charges were amended to receiving stolen property
A number of high value fraud cases were not subject to ML charges, although
some proceeds of crime actions were taken. Nauru was not rated in Transparency
international’s (TI) 2010 Corruption Perceptions Index. Although issues of corruption
and governance have been the focus of parliamentary debate in Nauru, minimal
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efforts have been pursued to control corruption. Corruption remains a problem in
Nauru’s biggest criminal case in recent history which involved major fraud committed by
a government official. There are also recurring allegations of corrupt conduct by
politicians. Nauru is a low crime jurisdiction from the perspective of profit driven crime.
Aspects of traditional culture, especially gift giving and the privileges of elders,
contribute to a climate of uncertainty. Other aspects of Nauru society, like the extensive
relationships amongst many Nauruan’s (for every five Nauruan two are related in some
way), may also discourage serious investigations and the potential apprehension of
corrupt individuals. It is common for people to go to their member of parliament to ask
for money and other favours.
The most significant issue for Nauru is the reputation damage caused by its past practice
of providing “no questions asked” on the registration of offshore financial institutions,
which resulted in the laundering of billions of dollar of criminal proceeds by organised
crime groups (Russian and others) and severely tarnished Nauru’s international
reputation. The international community identified Nauru as a safe haven for criminal
proceeds and Nauru was blacklisted by the FATF in 2000. Nauru remained on the FATF
list of non- Cooperative countries and territories (NCCT) until December 2003 when
significant AML reforms were matched with high level commitment made by Nauru to
cease the registration of off-shore financial institutions. Despite the AML reforms and
other positive steps taken by Nauru since, Nauru’s reputation remains damaged and it
will take concerted and sustained efforts by the Nauruan government to reverse that
reputation. (Source: APG Mutual Evaluation Report for Republic of Nauru July
2012)
Nauru stated that the major source of illegal proceeds in Nauru is petty theft and
fraud (fraudulent activities of public and private sector employees). The major type of
crime in general in Nauru is assault, in particular domestic violence. In 2010, a major
case of government fraud came before the courts, involving the misappropriation of over
AUD200, 000 of Government funds by a public servant. Another case (which is currently
before the courts) concerns the illicit exportation of cash (approximately AUD 102,000)
by businessman and his brother.
All crimes before the courts involving proceeds of crime have been domestic cases.
There are no estimates of amount of funds being laundered in Nauru. The recent spike in
crimes, such as theft has been attributed by Nauru to its sharply deteriorating economic
circumstances.
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Theft of copper was identified as one profit generating crime type in Nauru. Nauru is now
a low risk country for ML. The potential for off-shore financial institutions registered in
Nauru to launder money through the country ceased after Nauru cancelled the
registration of existing offshore institutions.
In October 2014, an Australian court ruled that Nauru owed AUD$16 million to USbased investment funds Firebird, which had lent money to the government of the small
island. But the government of Nauru did not respect the court’s decision and it defaulted
on the bonds. Since it did not reimburse Firebird, its debts soon amounted to AUD$31
million. Firebird had then prevented Nauru’ s government from accessing its bank
accounts held in Australia and had frozen all of Nauru’s accounts. Nauru’s administration
immediately warned that it was about to run out of cash and that it could not pay for
essential goods, such as generator fuel, and public servant salaries. It would have been
a national disaster because from the 10% of people who have a job on Nauru, 95% are
employed by the government. Nauru’s unemployment rate is estimated to be 90
percent. Finally, Nauru won the court case and did not have to repay Firebird.
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KIRIBATI
Kiribati currently has observer status with APG. In Kiribati’s observer status report 2015
submitted

to

APG,

there

were

nil

ML

investigations

or

prosecutions

and

convictions. Traditionally, larceny by servant and forgery were identified as the
common

types

investigated

and

of

fraud

successfully

prosecuted in Kiribati (Reference
to case study 2-4). According to
Pacific

Transnational

Assessment

Report

Crime

Source: (Joseph, 2014)

2014,

anecdotal evidence suggests that
internet enabled crime (IEC) was
used

to

transfers

facilitate
made

under

money
false

instructions which were reportedly carried out by an anonymous internet hacker. It
appears that fraud via internet enabled crimes is continuing to emerge in Kiribati.

CASE STUDY 1
The case involves the despatching of funds from the Kiribati government for the
purchase of a landing craft for the Ministry of Line and Phoenix Group. The landing craft
was to be built by a Filipino company with the payments to be made by instalments. The
landing craft was to be used as part of 35th anniversary celebrations of Kiribati’s
independence. The first three instalments were made, but on the purported instructions
of the builder, the funds were sent to an account in the UK, not in the Philippines as
agreed to in the agreement. The amount involved about AUD$1 million.
The builder was concerned that payment were not forthcoming, and after enquiries, it
was revealed that the instructions to pay the UK account was not made by the builder,
but by a bogus person, who managed to enter into the email correspondences between
the government and the builder and directed the payments to an account in the UK, that
upon investigations had been closed. The Kiribati Government has also suspended a
deputy minister-level official as part of the on-going investigation.
The Kiribati officials are utilising the Mutual Assistance in Criminal Matters Act to enlist
the assistance of the UK Central Authority dealing with mutual assistance in Criminal
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matters, to investigate the hacking of funds from the account in the Hong Kong
Shanghai Bank in the UK. Investigations are on-going.

CASE STUDY 2

Case No:

KIHC 152; HCCrC 26-05 (17 November 2005)

Parties Involved:

Republic v Vincent

Date of Sentence:

17 November 2005

Offence:

1) Forgery of a valuable security with intent to defraud
2) Forgery of a document with intent to defraud
3) Uttering
4) False Pretences

Amount Involved:

$1,803.50

Industry:

Banking

Indicators:

Use of Family Members

Summary
Mr. Anataa Vincent was employed as EDP Supervisor at the Bank of Kiribati. Mr. Vincent
purchased a motorcar valued at $7,500.00. He had to pay $1,300.00 for the loan
otherwise the vehicle would be repossessed. Mr. Vincent applied for a loan of $1,500.00
but that took a while to get approved. On 6 July 2005, Mr. Vincent took a government
cheque and altered the date on it and paid $1,803.50 to his grandfather’s account. He
then forged his grandfather’s signature on a withdrawal form and paid the funds into his
personal account. He then withdrew $1,300.00 to pay off the car. His employment was
terminated after internal investigation by Bank of Kiribati. Mr. Vincent pleaded guilty to
the offence. The in-laws paid back the money to the bank.
Sentence: 4 months imprisonment.
Source:
http://www.paclii.org/cgibin/sinodisp/ki/cases/KIHC/2005/152.html?stem=&synonyms=&query=title(Republic%2
0and%20vincent%20)

CASE STUDY 3
Case No:

KIHC 44; Criminal Case 21 of 2005
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Parties Involved:

Republic v Tooma

Date of Sentence:

2 March 2006

Appeal Matter:

KICA 7; Criminal Appeal 01 of 2006

Date of Appeal Judgment:

26 July 2006

Possible Offence:

1) Fraudulent Falsification of Accounts
2) Forgery

Amount Involved:

$5,500.000

Financial Service:

Telegraphic transfers

Indicators:

Fraudulent Documentation

Summary
Mr. Iekerua Tooma was employed as an Island Council Clerk for 11 years. On 1 February
2004, he was appointed clerk of the Aranuka Island Council. Upon appointment, he told
the existing council treasurer to proceed on leave. He was acting treasurer for 2 months.
During his tenure as acting treasurer, he was responsible for Government cash kept on
the island. Approximately $5,500.00 was reported missing. To cover up for the missing
funds, Mr. Tooma forged two fake telegraphic transfers. Mr. Tooma destroyed the
legitimate TTs and substituted forged TTs.
•

Sentence: 3 years imprisonment

•

Appeal was allowed: Sentence quashed to 2 years imprisonment.
Aggravating Factors: Mr. Iekerua Tooma abused position of great responsibility
and trust.

Source: http://www.paclii.org/cgibin/sinodisp/ki/cases/KIHC/2006/44.html?stem=&synonyms=&query=title(Republic%20
and%20tooma%20)

CASE STUDY 4
Case No:

KICA 14; Criminal Appeal 01 of 2011

Parties Involved:

Iuta v Republic

Date of Sentence:

8 December 2010

Sentence:

18 months imprisonment

Appeal Matter:

KICA 7; Criminal Appeal 01 of 2006

Date of Appeal Judgment:

31 August 2011
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Possible Offence:

1) Fraudulent Falsification of Accounts
2) Forgery
3) Obtaining money on a forged documents
4) Count of Larceny

Amount Involved:

$23,906.00

Indicators:

Collusion: Use of associates

Summary
Ms. Babane Iuta was employed by the Bank of Kiribati from 1989 to 2008. Ms. Iuta and
two other bank officers were creating false loan accounts and used funds for individual
purposes. Ms. Iuta had reportedly paid $695 to the bank and also rented out her house
on Kiritimati Island in an effort to repay the bank. Appeal was dismissed. Other
associates were also charged separately.
Source: http://www.paclii.org/cgibin/sinodisp/ki/cases/KICA/2011/14.html?stem=&synonyms=&query=Babane%20iuta
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SOLOMON ISLANDS

The Solomon islands
evaluation report (MER) noted
that the main source of illegal
proceeds in the Solomon Island
is high-level corruption;
especially related to the
extractive industries, tax crime
and customs fraud. While the
risk of ML (ML) is arguably very
low in the country, the MER
noted that it still poses a
problem with the potential for
ML and related financial
crime because of the low
capacity of law enforcement and
regulators, a culture lacking in
compliance; and the presence
Source: (Times, 2009)
of the wantok system. The risk of ML and terrorism
financing is very low. However, the vulnerabilities within the
AML/CFT systems are still high. The low level of risk is attributable to an isolated
geographic location, very small community which precludes anonymity,
unsophisticated financial and commercial sectors, and a strict foreign exchange
regime. Vulnerability, on the other hand, stems from severe resource constraints, lack of
supervision of the financial sector and other cash dealers, combined with a weak culture
of compliance.

Criminals do not resort to complex ML schemes. There is anecdotal evidence that
proceeds tend to stay within the jurisdiction of the Solomon Island. A small proportion of
proceeds tends to leave the country in small cash amounts but but through a large
volume of transactions. Domestically spent proceeds are applied to consumer goods
including electronics and vehicles. Other anecdotal evidence indicates that larger
corruption payments are placed in offshore bank accounts.
High level corruption is a serious problem in the Solomon Islands and one that
constitutes a high priority for the government. Anecdotal evidence suggests that
corruption occasionally interferes with the enforcement of law and order in the country.
Should this problem persist, AML/CFT enforcement is not going to be exempt from this
political influence. The authorities are aware of the potential power of AML/CFT tools
against corruption. The two pending ML investigations concern the proceed of corruption
offences.
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Respondents to the survey noted widespread misuse of officials’ funds, or office
for private financial gain. Numerous Auditor-General reports found that corruption is
facilitated by widespread non-compliance with financial legislation and regulation;
officials acting beyond their authority; serious breakdowns in critical management,
accounting and record keeping systems; proliferation of unauthorised government bank
accounts (over 300); and non-disclosure of conflicts of interest. One official during the
does this refer to a ME visit or to what described corruption as ‘rampant’. However most
of the corruption takes place in the form of nepotisms involving exchange of favours and
other benefits that do not involve generating proceeds susceptible to ML offences.
According to officials, millions of dollars are lost through fraud by government
employees; officials using position of influence to assist associates to receive
benefits; and lack of capacity to enforce revenue collection or to recover
overpayments. Also, concern about land allocations, the issuance of immigration
passports and citizenship, and abuse of aviation revenue was raised. Customs fraud
and tax evasion, along with corruption, appears to be the most likely predicate
offenses related to ML.
Case Study 1
Case No:

SBHC 39; HCSI-CRC 302 of 2012

Parties Involved:

Regina v Roy Davies

Date:

21 May 2014

Possible Offence:

1) ML
2) False Pretence

Amount Involved:

$85,052.46

Financial Service:

Commercial Bank

ML Typology:

Creation of Shell Company
Use of Associates
Fictitious Names to open bank account
Purchase of Assets (Motor Vehicle)

Summary
1) Mr. Roy Davies was employed by Bank of the South Pacific since 24 June 2009.
2) He fraudulently created an account under a fictitious name of “Peter Deve Toosi”.
3) Roy Davies then debited the account of “Sweetie Kwan Wing Leung Ltd” of
$85,052.46 on 26 June 2009 and credited the account of Peter Deve Toosi of the
same amount.
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4) Mr. Roy Davies made his associate, Peter Sakala Junior a signatory to the bank
account of Peter Deve Toosi.
5) 3 days later, Peter Junior withdrew the entire sum and gave the money to Mr.
Roy Davies.
6) Mr. Roy Davies gave $17,000.00 as a commission to Mr. Peter Sakala Junior.
7) Out of the remainder funds, Mr. Roy Davies purchased a motor vehicle valued at
$45,000.00.
8) He was arrested and charged by the Police on 31 June 2009.
9) He was sentenced to 3 years imprisonment on 20 July 2010.
10) Appeal was lodged and the appeal was allowed and accused re-sentenced on 9
May 2011.
11) Application for confiscation of the motor vehicle was made on 20 May 2014.
Source: http://www.paclii.org/cgibin/sinodisp/sb/cases/SBHC/2014
/39.html?stem=&synonyms=&que
ry=Roy%20Davies
Case Study 2
Case No:
Parties Involved:
Regina v Philip Bobongi
Date:
10 August 2015
Source:
(Corporation, 2015)

Possible Offence:
1) ML

2) Larceny and Embezzlement
Amount Involved:

$1.7 million

Financial Service:

Commercial Bank

ML Typology:

Use of Family members

Summary
1) Mr. Philip Bobongi was employed by the Central Bank of Solomon Islands (CBSI).
2) Between 19 February 2001 and 30 April 2009, Mr. Bobongi committed or stole
$1.7 million of old mutilated notes from CBSI.
3) Between 8 March 2007 and 31 March 2009, he made deposits of $866,150 or
parts of the stolen funds into his and his wife’s respective accounts at BSP and
ANZ Banks.
4) Repetitious nature of offending
5) Impact of offending the heart of the financial system of Solomon Islands
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6) Breached highest standards of trust
7) Sentenced to 12 years imprisonment
Source: http://www.paclii.org/cgibin/sinodisp/sb/cases/SBHC/2015/86.html?stem=&synonyms=&query=Philip%20bob
ongi

It can be observed that larceny by servant is common type of fraud as depicted in the
above case studies. Widespread corruption has always been an issue which can be
reviewed as part of the Pacific Proceeds of Corruption Project.

Solomon Islands has also successfully investigated and prosecuted ML cases (a brief
snapshot is provided in Annex A).
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TUVALU
Tuvalu currently has observer status with APG. In Tuvalu’s observer status report 2015
submitted

to

APG,

there

were

nil

ML

investigations

or

prosecutions

and

convictions.. Tuvalu has not yet undertaken a Mutual Evaluation relating to the
implementation of anti-ML and counter-terrorist financing standards.
Crime in Tuvalu is not a significant social problem due to an effective criminal justice
system and also due to the influence of the social institutions of Tuvalu, which include
the traditional assembly of elders and the central role of religious institutions in the
Tuvaluan community

Source: (Wilson, 2015)
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PAPUA NEW GUINEA
In PNG’s 4th ME follow-up progress report submitted to APG, there was approximately 11
ongoing ML ongoing investigations which were carried over from previous years. In
addition, PNG had initiated seven new ML investigations during the reporting period.
These investigations were initiated from referrals from other units within the police and
STRs received. Forgery and larceny by servant with linkages to corruption are evident as
the common fraud types in PNG.
CASE STUDY 1 – PETER MAYOH: UTTERING AND ML
Possible
Offence
including
predicate
offence to ML
Type
of
Involved

Entity

•
•
•

Conspiracy to defraud
Forgery
Uttering

1 Business Entity
2 Individuals

Amount Involved

PGK957, 370.00

ML Typology

• Use of a company
• Use of multiple bank accounts
• Repayment of debts
• Shopping spree
Domestic and International

Jurisdiction

Case Summary
Peter Mayoh, a foreigner, owned and operated a company called Powa Construction Ltd
in PNG. He deposited a cheque number 1972 in the sum of PGK957, 370.00 into his
company’s bank account held with ANZ Bank (PNG) Ltd. The cheque was a forgery and
purported to belong to Vetco Aibel (PNG) Ltd.
There were some failures in the cheque clearing process suggesting involvement of bank
staff. The fraudulent cheque was not detected because it was processed automatically
and then destroyed (not archived). Following clearance, Mayoh, withdrew PGK700,
000.00 cash. He told the bank teller he needed the money to purchase machinery. Soon
after that the balance of the funds were depleted to repay a few debts and for personal
use.
Vetco Aibel (PNG) Ltd was a company registered in PNG in 1976 changed its name to
Aibel Limited in 2004 with offices in PNG and Perth, Western Australia. The company
ceased trading in PNG in 2010 and any operating business in PNG was done out of the
Perth office. Aibel Limited had a cheque account with ANZ Bank (PNG) Ltd and the
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cheque book for the account was held in the Perth office. Cheque number 1972 was
unused at the time of trial and was still in the cheque book in the Perth office. Aibel
Limited did not have any business dealing with Peter Mayoh and Powa Construction Ltd
and owed neither any money.
Mayoh pleaded not guilty to 1 count of uttering and 1 count of ML. During the trial the
State called the ANZ Bank security manager responsible for investigating internal and
external fraud, the bank teller that attended to the cheque deposit and a bank priority
officer. A director of Aibel Limited gave evidence from Perth via video link in support of
the prosecution case.
The evidence was sworn testimony before a Magistrate of the Western Australian
Magistrates Court which was made possible following a successful mutual assistance
request to Australia. The evidence became admissible under the PNG Mutual Assistance
in Criminal Matters Act 2005 and was crucial in securing Mayoh’s conviction on the 2
charges.
Mayoh was the only defence witness called in the trial. He said he was asked by a friend
and former business partner to deposit the cheque into his (Mayoh’s) company account
because the friend had no existing bank account. Mayoh said he did not suspect
anything sinister and had no reason to suspect fraud. His testimony was inconsistent in
many respects, the most crucial one being his evidence that he was a former business
partner of the friend and friend’s wife and that they had incorporated 2 companies and
the friend, the friend’s wife and Mayoh were all signatories to these accounts. This and
the fact that his company did no work for Aibel Limited and so Aibel Limited had no debt
owing to Powa Construction Ltd were
crucial findings that led the Court to
disbelieve

Mayoh’s

testimony

and

convict him of the predicate uttering
charge and ML charge. The State
decided not to indict a further count of
forgery as the forged cheque was
never archived in ANZ and never
found.
The fraud was unraveled by the bank
following a tip off by an anonymous
caller who claimed that a counterfeit cheque had been deposited into the account of
Powa Construction Ltd. The caller was aggrieved because he had not received his cut
from the fraudulent transaction.
Challenges
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The main challenges in this case were; (a) fraudulent cheque was missing (b) key
Australian witness was not willing to travel to PNG to testify; and (c) finding suitable
video-link facility as the Courts do not have such facility.
Precedent for ML
The maximum penalty for ML for a natural person is a fine of PGK100,000.00 or
imprisonment for 20 years. The matter was awaiting a decision on sentence and this is
only the second case of ML prosecuted in PNG.
CASE STUDY 2: CHENNISH PULEI
Possible
including

Offence

•

Obtaining goods by false pretence

predicate

•

Misappropriation of property

•

ML

offence to ML
Type

of

Entity

1 Individual

Involved
Amount Involved
ML Typology
Jurisdiction

PGK98, 013.92
•

Fraud on employer

•

Self laundering

Domestic

Case Summary
Chennish Pulei was employed by Transparency International PNG Inc. as a Finance
Officer and was responsible for maintaining financial records, furnishing financial
statements, reconciliation of books, raising payment vouchers and doing banking for his
employer. He was not a signatory to the TI PNG bank account however he illegally got his
signature on the bank accounts without authority of the Board.
To facilitate the fraud, he illegally acquired for himself a cheque book against the TI PNG
account. Pulei made a total of 16 withdrawals against the TI PNG account for a total sum
of PGK98, 013.92 over a period of 15 months. He did these by raising fraudulent invoices
for bogus services and sometimes cheques were raised to service providers and Pulei
would then secretly go and collect the items for personal use.
Pulei pleaded guilty to 1 count of obtaining goods by false pretence, 1 count of
misappropriation of property and 1 count of ML. He was sentenced to 4 years
imprisonment in hard labour on each count and the sentences were ordered to be served
concurrently.
During the investigations, police identified and impounded a Toyota Camry sedan which
Pulei purchased for PGK15, 000.00 out of the stolen funds. On sentencing, the Court
ordered that the vehicle be given to TI PNG Inc.
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Challenges
A major challenge was the lack of local case precedents and so reliance had to be made
on foreign judgments. Also, the prosecutor had to strongly submit, refer to foreign case
precedents and convince the judge to accept and convict for the ML charge. A third
challenge relates to the penalty provision for ML and whether the Court has a discretion
to impose a lesser penalty.
Precedent on ML
This is the first ML sentence in PNG. The sentence of 4 years is within the range of
sentencing in dishonesty type offences for similar amounts. The Court was a bit
uncomfortable with the ML charge and at one stage was hesitant to confirm the plea of
guilty to the ML charge. The Court was of the view that there was an issue of double
jeopardy as the same sets of facts apply in the misappropriation and ML charges. In the
end, the prosecution succeeded in convincing the judge of the 2 separate offences.

Source: (Nanau,
2013)

The Court also took issue with the
penalty for ML which is, for a
natural person, “a fine of K100,
000.00

or

imprisonment

for

20

years, or both”. The Court queried
the

prosecutor

discretion

to

if

it

impose

had
a

any
lesser

penalty. The prosecutor referred the
judge

to

the

Court’s

sentencing

discretion under the Criminal Code
Act and submitted that the Court
does have discretion to impose a
lesser term. The Court was of the view was that the wording of the penalty provision
leaves the Court with no such sentencing discretion, and that ML not being a Criminal
Code offence (it is an offence under the POCA), the provisions on sentencing discretion
do not apply to the ML penalty. In the end, the Court used its inherent powers under the
Constitution (the highest law) to do justice in the circumstances of a particular case and
imposed the sentence of 4 years imprisonment for the ML charge.
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VANUATU
There is little understanding
amongst the Vanuatu authorities
of the principal ML and TF risk
for Vanuatu, including the high
risk and vulnerabilities relating
to the international financial
(Offshore) sector, as well as
those associated with TF, and all
types of Legal persons.

Source: (FIU, 2016)

Vanuatu has not criminalised tax
offences, illicit arms trafficking,
privacy of product, insidertrading and market manipulation
as predicate offences for ML
The draft NRA identifies
Vanuatu’s ML threats as arising
primarily from foreign predicate offences (including foreign tax crimes), illicit crossborder currency, domestic bribery and corruption, fraud (particularly VAT evasion) and
drug offences.
The high risk sectors are identified as the international sector (including international
banks and companies), the remittance sector, trust and company service providers
(TCSPs), currency exchange businesses, casino, and interactive gaming businesses. Of
less, but still significant risk are lawyers and accountants, real estate and high value
asset dealers. The draft NRA does not quantify or estimate the size of the criminal
economy in Vanuatu (both domestic and foreign proceeds of crime), however it attempts
to put a range on the extent of ML in Vanuatu at between USD16.6m0-USD41.7m, in the
instance, or approximately USD 14.2m in the second instance, but these figures are not
based on national statistics and associated analysis and capacity building in the law
enforcement and regulatory/supervisory authorities. Vanuatu’s level of effectiveness
in relation to ML investigation is low. There have been no ML investigations and
prosecutions in Vanuatu, despite ML having been criminalised since 2002.
The most significant ML threat for Vanuatu arises from the laundering of foreign
proceeds of crime, especially tax crimes (both domestic and international aspects),
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including illicit transnational flows of capital to and through Vanuatu and evidence of tax
evaders exploiting Vanuatu’s offshore sector. This occurs in the context of Vanuatu as a
tax haven, streamlining company registration on concert with the capital investment and
immigration program (CIIP) arrangements.
The main ML techniques used in Vanuatu appears to be cash deposit and
withdrawals,

the

use

of

professional

facilitators

such

as

lawyers

and

accountants, by buying and selling of high value assets, use of the offshore
sector and the use of cash couriers or money or value transfer systems to move
funds out of the country. In addition, the MVTS sector poses ML/TF risks in Vanuatu
due to the nature of the activity, combined with limited supervision of the sector.
Various forms of proceed- generating domestic corruption ( including high level
political corruption) have been reported, including fraudulent sale of passports
and citizenship by government and political officials, and corrupt practices used
to facilitate ML. it is likely, therefore, that a relatively large amount of proceeds
is available for laundering locally.
Financial intelligence and other relevant information is not, in general, accessed and
used in investigations to develop evidence and trace criminal proceeds related to ML and
associate predicate offences in keeping with the key risk areas, i.e. laundering of foreign
proceeds of crime (including with the involvement of transnational organised crime
groups), especially tax crimes through Vanuatu’s offshore sector.
The VPF does not investigate foreign tax offence as Vanuatu has no relevant tax laws.
Vanuatu has a number of offshore financial centres (international companies) which is a
very high risk area for ML. currently there are very limited mitigating measures in place
to address this vulnerable area and there have been no ML investigation or prosecutions.
At a practical level the number of potential predicate offences for ML case is further
reduced but the shortcoming in the definition of serious offence.
Vanuatu experienced an exponential rise in scams in the early period, in response, law
enforcement agencies and Vanuatu FIU increased its awareness on this illegal activity
and ensured financial institutions apply stringent AML/CFT measure in compliance with
FTR Act. There were also cases of obtaining funds through false pretense e.g. hoax RSE
agent collecting funds from victims. The FIU, in addition received cases on forgery and
tax evasion (VAT offences). Notably, Vanuatu also experiences an increasing trend on
corruption or corruptible practices in the public institutions.
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•

Identity fraud – Vanuatu recently experience a surge of unsolicited email
messages purportedly sent by local (Ni-Vanuatu) requesting financial assistance
as he/she is stranded in foreign country. VFIU noted that personal information
may have been easily exposed by the identity victim, resulting in scammers
obtaining such information and hacking into email accounts (public email
providers).

•

Theft or obtaining money through false pretence, false statement- VFIU noted an
increased trend in this offense where offenders pretending as government
officials, RSE agents obtain money from the general public. VFIU also noted as
increase in institutional theft or internal theft.

•

Tax evasion- the VFIU continues to note trend of VAT evasion whereby
businesses usually transact funds using employees’ personal accounts to evade
VAT obligation.

•

Corruption- VFIU noted a continuous increased trend on public office corruption or
corruptible practice particularly, receiving of funds with no legitimate purpose.
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FACTORS CONTRIBUTING TO FRAUD & ML IN THE PACIFIC
Geographical Location: The geographical location of the Pacific islands makes it
vulnerable to being used as a conduit to facilitate fraud and ML activities. The porous
borders also makes the Pacific an attractive transnational crime hub used by criminals
from other developed countries to commit fraud and ML.
Lack of Awareness on Types of Fraud amongst law enforcement and general
public: Members of the public are either not aware and in certain scenarios choose to
be ignorant of the types of fraud occurring in their respective jurisdictions. The law
enforcement authorities who are entrusted with the duty to investigate fraud and ML fail
to understand the elements of the offence, the complexity of the fraud and have other
competing priorities.
Cultural Factors: The Pacific, though not necessarily all jurisdictions, has generally
been acknowledged as following their respective cultural and socially acceptable norms
whereby criminal activities are either unreported or perpetrators are forgiven based on
cultural and socially acceptable norms and practices.
Socio-Economic Factors: The scope of poverty coupled with other vulnerability factors
makes general members of the public succumb to “get rich quick” schemes. The
widespread emergence of internet and technology enabled infrastructure and social
networking sites have led to an increase in crimes associated with internet. Many
members of the public across a wide number of Pacific island countries have lost money
to scammers and fraudsters through financial scams, mass marketing and telemarketing
frauds, fraud and ML have transformed into a transnational nature.
Poorly Developed Law Enforcement Capacity: Law enforcement agencies in the
Pacific are not equipped with technologically competent equipment to deal with
sophisticated fraud and ML crimes. There also appears to be challenges with human
resource management. Law enforcement agencies

often don’t have the expertise or

resources to investigate ‘follow the money’ crimes which are more complex than other
common predicate offences such as fraud and tax evasion. Examples would include
ability to analyse complex fraud cases which may need forensic accounting knowledge.
Sanctions are not dissuasive, proportionate to the level of offending: Majority of
the investigations which were pursued for fraud and ML either ended up with offence of
theft or stealing for which the maximum penalty was minimal. The sanctions and penalty
provision for the degree of offending was not commensurate with nature of crime
committed.
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METHODS/TECHNIQUES/TRENDS IDENTIFIED FOR FRAUD & ML
IN THE PACIFIC

Traditional Methods & Trends
•

Cheque fraud, forgery, uttering, robbery and theft: General Fraud was most
common and fraud by persons in positions of higher authority. Forging cheques,
creating false documentation and other forms of general fraud have traditionally
existed and still continues to be prevalent among the Pacific jurisdictions.

Existing Methods & Trends
•

Employment scams. These scams advertise a bogus job and request personal
information. Members of the public should never give out personal identification
information without knowing whom you are dealing with. We have identified the
use of internet and technology by fraudsters in luring their victims for
employment scams.

•

Widespread use of social networking. Fraudsters frequently troll social
networking sites to steal personal information which they can use to commit
fraud. We have witnessed from the case studies and media articles from the
Pacific that a number of jurisdictions have witnessed fraud cases whereby the
victims were contacted through social networking sites.

Emerging Methods and Trends
•

Skimming. Thieves steal credit/debit card numbers by using a special storage
device attached to ATM machines. The device reads the magnetic strip on your
card which thieves use to commit fraud. Larger jurisdictions such as New Zealand
and Fiji have witnessed ATM skimming incidents.

•

Credit card fraud is an element of identity fraud. It can have far reaching
effects, since the information on the card can be used to perpetrate other types
of identity theft crimes. From using the signature on the back of a card that is
stolen, to loaning a credit card to a friend or family member can cause someone
to obtain what they need to open other credit card accounts or bank accounts in
the victim’s name. Certain Pacific jurisdictions have recorded instances in 2016
whereby credit cards were compromised and millions of dollars lost by financial
institutions to compensate their customers.
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CONCLUSIONS
Key Findings
ML and fraud affect jurisdictions in diverse ways. The modus operandi of fraud and ML
and the techniques used are becoming more sophisticated. The 14 jurisdictions included
in this project differ in terms of size, scale of operations, economic activity, type of
crime, population and many other characteristics. The commonality between the related
jurisdictions in the Pacific is their geographical location which makes them an attractive
transnational point for either being a target or a facilitator for fraud and ML and other
criminal activities.
The findings of this project highlights that ML is generally a low risk across most of the
Pacific jurisdictions. However, the vulnerability and risk for ML is deemed as high due to
the large presence of a cash economy. Generally, jurisdictions in the Pacific have
identified as having low levels of domestic generating crime. For certain jurisdictions, the
offshore financial sector is more lucrative for ML and different types of fraud.
It can also be observed that certain jurisdictions have conducted surveys and studies on
fraud and its impact on ML either through their national risk assessments, in undertaking
basic strategic analysis or through the APG mutual evaluation exercises. Unfortunately,
from the analysis of the questionnaires, there is lack of comprehensive and qualified
statistical data to allow the project co-leads to assess the magnitude of fraud present
across Pacific jurisdictions and how many of the fraud investigations have linkages to ML
investigations and vice versa.
It is clearly evident from most of the cases prosecuted across Pacific Island jurisdictions
that the charges for ML were not successfully pursued. For fraud cases, there were no
parallel financial investigations noted. There have also been challenges faced by the law
enforcement in many Pacific Island jurisdictions in following the money trail for fraud and
proceeds of crime cases.
It is important to note the proposed issues for consideration and recommendations for
further work. The delays in finalising the project suggest that some trends may have
changed overtime.
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ISSUES FOR CONSIDERATION
Jurisdictions across the Pacific must better understand and identify the level of
threats/risk associated with fraud and ML. Countries should be able to identify, assess
and understand the ML and fraud risks from a country perspective. Jurisdictions must
categorise and be able to widely publicize results of risk assessments to all relevant
proficient

authorities

and

self-regulatory

bodies,

financial

institutions and

other

stakeholders.
Considering the fact that ML is generally identified as a low risk across most of the
Pacific jurisdictions, it does not rule out the vulnerabilities that the Pacific might face.
National risk assessments and sector risk assessments must not solely focus on risks but
identify threat and vulnerability assessments for fraud and ML.
Increasing level of mutual co-operation to help identify money flows across jurisdictions
for fraud and ML cases. Significant collaboration between the regulated financial sector,
law enforcement, financial intelligence units and competent authorities needs to be
pursued.
It is imperative to explore further avenues in which FIUs and law enforcement agencies
can enhance the exchange of information and data pertaining to trends in ML associated
with fraud.
Investigative agencies should focus on investigating the financial facets of the predicate
offences. The law enforcement agencies that are delegated to investigate ML should
follow the “proceeds of crime”. For majority of fraud cases, Pacific Island jurisdictions
should consider pursuing charges for ML. Parallel financial investigations should also be
pursued.
Initiation of a dedicated information sharing platform should be developed for the Pacific
jurisdictions for sharing case studies, emerging trends, modus operandi, investigative
and prosecutorial challenges related to fraud and ML.
There is scope for a separate project to be initiated whereby financial institutions that
are at the forefront of detecting fraud and ML could identify “red-flag” indicators across
the Pacific jurisdictions.
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In-depth quantitative analysis must be carried out to gauge the volume of fraud and ML
across Pacific jurisdictions. It is currently challenging to estimate the levels of ML and
fraud for particular countries.
International co-operation is crucial. Information sharing must be timely and exchange
of dialogue between Pacific jurisdictions with other developed jurisdictions will lead to
the successful detection, investigation and prosecution of more fraud and ML cases.
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RECOMMENDATIONS FOR FUTURE WORK

It is apparent from the project findings that prevention and detection of fraud and ML in
the Pacific could be improved through a more unified and harmonised initiatives
nationally and internationally in the following areas:
Risk Assessments
Pacific jurisdictions should conduct a risk assessment to critically identify, assess and
understand the ML and fraud risks from a country perspective. However, National risk
assessments and sector risk assessments must not solely focus on risks but identify
threats and vulnerability areas for fraud and ML. The risk assessments will assist each
jurisdiction in the formulation of comprehensive strategies, policy and the creation of
action plans to ensure that operational priorities and resources can be allocated in the
most efficient and effective manner.
Dedicated Information Sharing Platform
Initiation of a dedicated information sharing platform should be established for the
Pacific jurisdictions for sharing case studies, emerging trends, modus operandi,
investigative and prosecutorial challenges related to fraud and ML. This platform could
be utilised to upload all case judgments (convictions and prosecutions) in relation to
fraud and ML on a shared database similar to PACLII. The platform could also be utilised
as a data collection and statistics hub to collate accurate data on fraud and ML in order
to ascertain the dollar value of funds involved. The dedicated information sharing
platform could be an initiative of the APIFIU.
Project Comparisons
The findings of this project also highlights that fraud and ML are linked to corruption and
drugs. Apart from presence of general fraud, widespread corruption appears to be a
concern for most of the Pacific Island jurisdictions which have been identified through
the case studies and questionnaire responses. For future work, it would be viable to link
the findings of the other 3 projects namely “Pacific Proceeds of Corruption project”,
“Trans-Pacific Drug Trafficking”, “Pacific Off-Shore Centre project” to observe trends,
linkages and derive policy recommendations and action plans. Project comparisons can
be made to similar projects conducted by FATF and APG to derive insights.

Regional Collaboration
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The Association of Pacific Islands FIU (APIFIU) forum could be utilised to share case
studies and typologies and engage in publications similar to AUSTRAC publications. The
APIFIU network can also collaborate with the Pacific Transnational Crime Network (PTCN)
to engage in more meaningful information sharing arrangements, assist in compiling of
PTCN assessments and vice versa. There needs to be more engagement, collaboration
and dialogue amongst the Pacific Jurisdictions to fully understand the level of fraud and
ML in the Pacific.
Project on Red-Flag Indicators by Financial Institutions
The scope of the current project is quite broad and hence we did not separately identify
red-flag indicators for fraud and ML across the Pacific. There is scope for a separate
project to be initiated possibly by financial institutions that are at the forefront of
detecting fraud and ML. Financial institutions in consultation with law enforcement
agencies and financial intelligence units can identify “red-flag” indicators across the
Pacific jurisdictions for fraud and ML.
International Co-operation
International co-operation is critical and information sharing must be timely. Discussions
between Pacific jurisdictions and other developed jurisdictions will lead to the successful
detection, investigation and prosecution of more fraud and ML cases. It is acknowledged
that there are legal constraints and certain obstacles where international co-operation is
required.

However,

Pacific

Island

jurisdictions

should

contact

their

respective

counterparts to assist them.
Enforcement Action
Investigative agencies should highlight the importance of investigating the financial
facets of the predicate offences. The law enforcement agencies that are delegated to
investigate ML ought to follow the “proceeds of crime”. For majority of fraud cases,
Pacific Island jurisdictions should consider pursuing charges for ML.

Parallel financial

investigations should also be pursued. The FIUs and LEAs must work closely together to
combat fraud and ML cases. It is also important to note from the successfully prosecuted
and convicted cases that the penalty provisions are not dissuasive or proportionate to
the degree and nature of the offending.
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ANNEX A: SNAPSHOT OF ML CASES PURSUED BY SOLOMON
ISLANDS
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ANNEX B: QUESTIONNAIRE
FRAUD AND ML IN THE PACIFIC
QUESTIONNAIRE
Please provide below name of contact person in case any further clarification or
information is needed:
Jurisdiction:
Name of Agency:
Type of FIU:
(Please circle or highlight)
Name of primary contact person:
Position/Designation:
Telephone Contact:
Email Address:

Law
Enforcement

Administrative

Judicial

Hybrid

Questions

1) Types of Fraud and ML Activities
i)

Please indicate in Table 1 below the types of fraud occurring in your jurisdiction.

ii)

Please rate from 1-5 the scale of the types of fraud occurring in your jurisdiction in
terms of frequency, amounts involved and impact.
1: Very Low/None
2: Low/Minor
3: Moderate/Significant
4: High
5: Very High

Table 1:
Type of Fraud 3

FATF Designated Categories of Offences
Participation in an organised criminal group and racketeering
Terrorism, including terrorist financing
Trafficking in Human beings and migrant smuggling
Sexual Exploitation, including sexual exploitation of children
Illicit Trafficking in narcotic drugs and psychotropic substances
Illicit Arms Trafficking
Illicit Trafficking in stolen and other goods
Counterfeiting currency
Counterfeiting and piracy of products
Environmental Crime(s)
Murder, Grievous Bodily Injury
Kidnapping, Illegal Restraint and Hostage Taking
Robbery or Theft
Smuggling (Including in relation to customs and excise duties
3

Fraud Occurring
in your
Jurisdiction
Yes/No

Scale of the
Type of
Fraud
Rating (1-5)

Definitions of the Types of Fraud are attached in Annex 1 for reference
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and taxes)
Extortion
Piracy
Trade Based ML
Securities Fraud: Insider Trading and Market Manipulation
Tax & Excise Evasion
a) Personal Income Tax
b) Withholding Tax
c) Customs/excise under invoicing- exports
d) Customs/excise false declaration of quantity and
product
e) Illegal transfer pricing
General Fraud
Identity Fraud
Advance Fee Fraud
Lottery Scams
Procurement Fraud
Corporate Fraud
Occupational Fraud (Internal Fraud)
Bank Fraud
Insurance Fraud
Healthcare Fraud
Financial Instrument Fraud
a) Cheque Fraud
b) Credit Card Fraud
c) Mortgage/Lending Fraud
Internet Fraud
a) Email Spoofing
b) Dating Fraud
c) Charity Fraud
d) Money Transfer Fraud
e) Purchase Fraud
f) Online Auction Fraud
g) “Work-at-Home” Frauds
Mass Marketing Fraud
Internet Marketing & Retail Fraud
Corruption & Bribery
Embezzlement & Misappropriation (Theft)
Bribery of Private sector officials/Foreign Officials
Bribery- procurement contracts, permits/permissions/licenses
etc
Other Type of Frauds
Please specify
a)
b)

2) STR/SAR Statistics Related to Fraud
Please provide the number of STRs/SARs received by your FIU:
a) Total Number of STRs received by
the FIU
b) How many STRs mentioned in (a)
above related to fraud?
c) How many Disseminations to Law
Enforcement Authorities from (d)
above related to fraud

2012

2013

2014

3) Investigations of Fraud
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i.

Please list the names of agencies in your jurisdiction which are mandated to handle the
Types of Fraud identified in Question 1 (Example: Fraud is generally investigated by the
Police - please indicate if there is there a special unit dealing with fraud. Customs can also
investigate fraud).
Type of Fraud 4
Name of Investigative Agency
FATF Designated Categories of Offences
Participation in an organised criminal group and racketeering
Terrorism, including terrorist financing
Trafficking in Human beings and migrant smuggling
Sexual Exploitation, including sexual exploitation of children
Illicit Trafficking in narcotic drugs and psychotropic substances
Illicit Arms Trafficking
Illicit Trafficking in stolen and other goods
Counterfeiting currency
Counterfeiting and piracy of products
Environmental Crime(s)
Murder, Grievous Bodily Injury
Kidnapping, Illegal Restraint and Hostage Taking
Robbery or Theft
Smuggling (Including in relation to customs and excise duties
and taxes)
Extortion
Piracy
Trade Based ML
Securities Fraud: Insider Trading and Market Manipulation
Tax & Excise Evasion
a) Personal Income Tax
b) Withholding Tax
c) Customs/excise under invoicing- exports
d) Customs/excise false declaration of quantity and
product
e) Illegal transfer pricing
General Fraud
Identity Fraud
Advance Fee Fraud
Lottery Scams
Procurement Fraud
Corporate Fraud
Occupational Fraud (Internal Fraud)
Bank Fraud
Insurance Fraud
Healthcare Fraud
Financial Instrument Fraud
a) Cheque Fraud
b) Credit Card Fraud
c) Mortgage/Lending Fraud
Internet Fraud
a) Email Spoofing
b) Dating Fraud
c) Charity Fraud
d) Money Transfer Fraud
e) Purchase Fraud
f) Online Auction Fraud
g) “Work-at-Home” Frauds
Mass Marketing Fraud
Internet Marketing & Retail Fraud
4

Definitions of the Types of Fraud are attached in Annex 1 for reference
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Corruption & Bribery
Embezzlement & Misappropriation (Theft)
Bribery of Private sector officials/Foreign Officials
Bribery- procurement contracts, permits/permissions/licenses
etc
Other Type of Frauds
Please specify
c)
d)
ii.

Please refer to Question 2 (a-c). If the FIU has disseminated any STR cases related to
Fraud, how many of these fraud cases eventuated/resulted into investigations?
2012

Cases Referred by FIU
(Q2 A-C)
Name of Agency Investigating for Fraud
Q3 (A)
1)
2)
3)

2013

2014

4) Investigations of ML Offence
i.

How many cases referred by your FIU was developed into ML Investigations?
2012
2013
2014
a) Total Number of Referrals by FIU
which eventuated into ML
Investigations
b) Other ML Investigations
c) How many of ML investigations
(4a and 4b) had fraud as the
underlying predicate offence
(Refer to Table 1)
If available, please state what
type of fraud was involved

5) Prosecutions of Fraud & ML Offence(s)
i.

How many cases from Investigation(s) translated into successful prosecutions

a) Total Number of Fraud cases
investigated and successfully
prosecuted for fraud related
offences
b) For 5(a), please list the fraud
types which were commonly
prosecuted (If available, please
attach case judgments)
c) Total Number of ML Prosecutions

2012

2013

2014

d) Total number of ML prosecutions
which had elements of fraud or
Fraud as the underlying predicate
offence
e) For 5(d), please list the fraud
types which were commonly
prosecuted for ML (Or attach
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case judgments)

6) Has your FIU issued STR reporting guidelines on fraud related indicators to the
financial institutions?

YES

NO

For Questions (7-9), please answer based on statistical data, according to information
provided or based on your own knowledge

7) Please estimate or state the value of Funds generated annually from Fraud
Related cases?

Values (USD)
$10,000-$50,000.00
$50,000.01 –$100,000.00
$100,000.01 - $500,000.00
$500,000.01- $1,000,000.00
$1,000,000.01- $5,000,000.00

2012

Years
2013

2014

8) Please estimate or state the value of Funds generated from ML cases? (2014,
2013 and 2012)

Values (USD)
$10,000-$50,000.00
$50,000.01 –$100,000.00
$100,000.01 - $500,000.00
$500,000.01- $1,000,000.00
$1,000,000.01- $5,000,000.00

2012

Years
2013

2014

9) Please indicate if there are any trends, typologies or indicators developed by your

jurisdiction with regards to fraud?
YES
NO
If Yes, are these available and are they published annually?. Please kindly provide link or
copies (if available)
We would like to thank you for taking out your valuable time to complete this questionnaire.
You may attach documents/supporting documents as well.
Due Date for Submission: 06 April 2015
Contact Details:

Name of
Contact Person
Name of Agency
Designation
Email Contact

Project Co-Lead:
Fiji
Avaneesh Raman

Project Co-Lead:
Vanuatu
Floyd Ray Mera

APG Secretariat

Fiji Financial
Intelligence Unit

Vanuatu Financial
Intelligence Unit

Asia Pacific Group on ML

Intelligence Analyst
avaneesh@rbf.gov.fj

Director
fray@vanuatu.gov.vu

Principal Executive Officer
bronwyn.somerville@apgml.org

Bronwyn Somerville
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